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Abstract  

To manage complex disaster risks, it is important to develop a response that spans multiple 

areas of expertise. Bridging the gap between law, social sciences, and natural sciences is an 

important part of any disaster risk reduction. It helps systems adapt quickly as AI technologies 

are constantly changing and have significantly impacted where law and the natural environment 

intersect, influencing legal systems and environmental policies, and how legal and 

environmental issues can prevent AI from having a greater impact on society and the economy. 

As part of a participatory assessment of production, with the assistance of legal experts, social 

and environmentalists, the key principles of responsible data analysis are proposed. These 

principles focus on security, transparency, fairness, accountability, and the ability to challenge 

or challenge decisions. This conversation describes how different disciplines can work together 

to create flexible legal systems that use AI, while drawing knowledge from the environmental 

and social sciences. The way environmentalists and decision-makers talk about useful and 

accurate information leads to differences that make the use of artificial intelligence difficult due 

to legal issues related to the reliability, reliability, and contentiousness of disaster management 

systems. If social media is useful for disaster risk reduction through AI, it's important to 

consider legal issues related to who is responsible and how sensitive the information used in 

disaster management is. Ideas for a fair and responsible process focus on the environment and 
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encourage discussions on social and economic issues related to public participation. AI is also 

very important in education, as it brings together the next generation of law, social and natural 

sciences to jointly find solutions that bring together different disciplines in a balanced way. AI 

tools can be very useful in emergency management, but it's important to use them fairly and 

responsibly. You need to think about things like possible unfair benefits, clear explanations, 

and protecting people's personal data. Careful use of AI techniques, considering how AI, laws, 

and environmental risks interact with each other, helps create equitable and sustainable ways to 

collect and use data. 

Keywords: disaster risk reduction, artificial intelligence, law, public participation 

INTRODUCTION 
 

Governments around the world have been developing and using various types of artificial 

intelligence (AI) since the 2010s to address important issues in various sectors, especially in the 

legal and environmental spheres. Currently, the focus has shifted from the introduction of AI to 

the creation of regulations for its rapid spread (Smuha, 2019). New technologies that use data 

are changing the way we live and work. The same goes for disaster risk management. As 

environmental disasters become more frequent and worsen, more people are using artificial 

intelligence as a tool to manage disaster risk through adaptive data analytics. This includes 

installing early warning systems, providing real-time information on emergencies, and 

supporting the distribution of humanitarian supplies in the aftermath of a disaster. Studies such 

as Yu et al. (2018), Chen et al. (2019), Imran et al. (2020), Fang et Chun (2022), Alizadeh et al. 

(2022), and Chauhan et al. (2024) show how AI can be used in these areas. There are also some 

dangers associated with artificial intelligence. AI systems use information from the past to make 

decisions, so results can be unfair or wrong if they are missing or unbalanced. This is especially 

important for emergency management, as AI-assisted decisions can significantly impact  

people's lives and the environment in which they live (Gevaert et al., 2021). Regulators must 

not only consider the benefits of artificial intelligence and data analytics but also take the 

necessary measures to use these technologies responsibly and responsibly. AI models are used 

not only in government work but also help companies make business decisions. For example, 

recent initiatives such as the Working Group on Nature-Related Financial Disclosures (TNFD) 

and other voluntary environmental initiatives show how AI is being used in the private sector. 

These models are also used by NGOs and other civil society groups. 
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In the field of emergency management, AI techniques are generally divided into two main types: 

supervised learning and unsupervised learning (Guikema, 2020). In supervised learning, the 

algorithm receives the correct or expected answer, which serves as a guide when reviewing 

large disaster datasets. For example: if you record a higher record Daytime temperatures were 

higher than usual during the week, and then a link to the "correct answer" appears, which means 

that more people were hospitalized before the summer heat wave began. With unsupervised 

learning methods, the algorithm does not give the correct answers and the expected results. 

Instead, it seeks to understand how various factors in the disaster management process are 

interconnected and interact. In addition to supervised and unsupervised methods, there is 

another group of methods called "deep learning". This group includes things like "recursive 

neural networks" and "reinforcement learning," which are used to manage resources. These 

methods should cover complex steps, a volume of training data, and take a lot of time to reduce 

disaster risks (Sun et al., 2020). In general, how humans teach AI is more likely to generate 

useful information when a lot of data is created over and over again in similar places or 

situations. If there is not enough data, the prediction of the AI model cannot be accurate because 

it has not been properly trained and has not extracted enough from the data used in disaster 

management (Guikema, 2020). 

 

Although AI has been used to achieve global sustainability goals (Vinuesa et al., 2020), the use 

of AI and data analysis is still being considered by regulators. This is to ensure that artificial 

intelligence is used responsibly and ethically, especially in emergency management. Siau & 

Wang, 2020; Deltares, World Bank, and GFDRR, 2021 – Governments and organizations at all 

levels, including national, regional, international, and supranational, are considering the need 

to change existing regulations or create new ones to combat the risks posed by AI. AI is an 

evolving and complex technology that brings many new rules and challenges. These include 

the use of artificial intelligence across borders, which makes it difficult to comply with 

regulations, as well as strict regulations that can slow down the adoption of new ideas 

(Coeckelbergh, 2019). It is important to find a good balance between protection and promotion 

through regulation. Some countries are considering a principles-based approach that focuses on 

results rather than on concrete steps to achieve them. Others take a rules-based approach that 

takes a closer look at the process used. The European Commission introduced AI laws, creating 

a four-tier system for classifying AI tools according to their risk, from those with low or no risk 

to those considered very dangerous (EU, 2023). The UK promotes innovation by following five 

key principles to ensure the responsible development and use of artificial intelligence and data 

analytics across all areas of government, as set by the DSIT in 2023.  Focus on the risks 

associated with AI (Seamans, 2023). Ethical questions have arisen in the way "autonomous and 

intelligent systems" are designed and used, and many regulations and guidelines are based on 
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them, as shown in a 2019 IEEE report titled "Ethically Consistent Design." All of  these efforts 

underscore the importance of laws and policies that can be changed and adapted as needed. 

However, there is an ongoing debate about which fields are related to artificial intelligence and 

disaster management, and what they can (and should) do to achieve this goal. As an example, 

we look at the challenges and benefits of AI regulation in disaster risk reduction and share what 

we have learned from the series of workshops and focus groups on co-production described in 

Section 3. These insights are based on the five principles of ethical AI outlined in Section 2 of 

the 2023 DSIT. Section 3 will show how these principles affect disaster management in three 

key areas: creating flexible systems for both the legal and physical environments; promoting 

public participation and the rule of law; and the development of curricula covering various 

disciplines of disaster management. 

PRINCIPLES FOR THE ETHICAL USE OF AI IN DISASTER 

MANAGEMENT 

In this part, we explain the basics of ethical artificial intelligence, specifically how it is applied 

in disaster management in relation to environmental hazards, as shown in Figure 1. To start a 

collaborative discussion on AI regulation and its role in disaster management, we used the Five 

Ethical Principles for AI from the UK (DSIT, 2023). These principles are: 

1) to ensure the safety, reliability, and security of artificial intelligence;  

2) to be clear and explain how AI works;  

3) to ensure justice;  

4) Have responsibility and proper leadership; and  

5) empower humans to challenge AI decisions and seek help when needed. This method is used 

because it shows how things are decided in the UK. Thus, the principles in the UK are similar 

to those of the EU Ethical Guidelines on Reliable Artificial Intelligence (AIHLEG, 2019). Some 

of the principles used in AI regulation have certain limitations. For example, the principles 

provide general recommendations but do not provide clear, specific measures (Goodman et al., 

2020). However, Kuckelberg (2019) argues that principles can lead to clear and practical steps. 

We explain why we use this principled approach because the field is not yet fully developed, so 

it is important to allow flexibility and take into account different situations. 
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Five key rules to control the use of AI in DRM. These principles should be followed by different 

groups in areas such as law, policy-making, science and innovation. The importance of these 

principles is demonstrated: first, by the creation of flexible data analysis systems that work in 

both legal and physical settings; secondly, to promote public participation and raise legal 

awareness; and thirdly, the development of educational and training programmes that integrate 

the various areas of emergency management. Principle 1. Safety, security and stability. AI 

applications must operate safely, reliably, and reliably, with carefully controlled and managed 

risks. AI systems can learn and acquire new skills on their own, which complicates safety and 

security issues. The use of artificial intelligence and big data can also cause serious privacy 

concerns. The amount of information that AI can process is so large that it is impossible to 

develop it with emergency management in mind, for example, in social networks. Therefore, it 

is important to discourage the harmful use of this information (Ufert, 2020). The EU Data 

Protection Regulation sets rules for the protection of personal data, but with the increasing use 

of artificial intelligence, regulation may need to be updated regularly to keep it up-to-date 

(Gunes Peschke & Peschke, 2022). AI systems are often initially designed as "black boxes" that 

are complex and difficult to understand. A lack of transparency can make it difficult to 

understand how big data and artificial intelligence systems make decisions, making it difficult 

to identify those responsible for the results achieved (Berber & Srećković, 2023). Companies 

developing and using AI must be able to explain when and how AI is applied and how it solves 

problems, according to the level of risk associated with its application. Systems should be as 

clear and easy to understand as possible. They need to use artificial intelligence to make 

important decisions in emergencies, such as when to open or close floodgates. Papadakis et al., 

2022). However, these other two principles – data sharing and reuse – are highly recommended 

for clarity and openness. They help improve administrative task management skills, collaborate 

with civic groups, and create useful knowledge based on available information (Soylu et al., 

2022; Morales et al., 2014). AI systems must comply with the law and ensure that they do not 

treat humans unfairly or lead to unfair consequences. Some people debate whether AI helps 

achieve equitable outcomes in certain areas, such as how insurance companies offer policies 

(Lamberton et al., 2017) and how hiring works (Albert, 2019). If AI is used to make decisions, 

it must have a clear reason, not just a coincidence, especially if the decision concerns many 

people. The AI system may accidentally miss some groups of people, such as low-income 

people, immigrants, the elderly, or people with disabilities, as these groups may not be able to 
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obtain information before or during the disaster. For example, social media is already being 

used to better understand situations and support disaster relief, but for those who use little digital 

media, it may be in short supply. 

 

 Previous studies have shown that certain groups are underrepresented during disasters, and 

social media data may be unfair or biased (Wiegmann et al., 2021). Principle 4. There must be 

proper control over the use of AI, and someone must be held accountable for the results. The 

right people must follow the rules and abide by them at every stage of the AI process, such as 

when it's designed, used, and implemented. According to Lehto, digital systems can sometimes 

fail in 2022, and security issues are at risk. In 2021, flash flooding in Rhineland -Palatinate, 

Germany, claimed the lives of at least 117 people. Part of the reason was that the federal 

government's weather warning app did not notify residents in time (Thieken et al., 2023; 

Olterman, 2021). As smart systems grow, it's important to create ways to manage and address 

potential risks. AI systems must be challenged by experts and stakeholders to ensure that they 

are fair and accurate, especially when predicting environmental risks. If an AI system makes a 

mistake, especially if it doesn't detect what it should have found, it can cause problems. There 

must be clear ways in which people can question and challenge bad decisions or outcomes 

coming from artificial intelligence. Some ways to do this are to allow people to review the 

system's solutions, train it with new information, or create points where decisions can be 

reviewed as part of the learning process. Because AI systems work on their own and are not 

always understood, it can be difficult to understand and challenge the results they produce or 

contribute. Combined with transparency and explainability, the entire management approach 

must be questioned. For example, if unjustified disaster relief is provided to certain people 

during or after a disaster, this indicates a problem. Either the disaster is caused by a forecast 

error, as in Almaty in 2019, or due to incorrect forecast floods in Germany, as above). 

 

The implications for disaster management are as follows: Using insights from meetings where 

lawyers, social and environmental professionals collaborated, as well as recommendations for 

responsible data analysis, this section addresses three main points about the greater importance 

of the five principles previously discussed. be adaptive and adaptive as needed. Artificial 

intelligence, environmental science, technological applications, and law can play an important 
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role here. How engineers design and use computer models in AI and disaster management can 

be made naturally flexible. For example, environmentalists have developed a warning system 

that uses artificial intelligence to transmit warnings of natural disasters. Similarly, d isaster 

recovery can be assessed using remote sensing data that can be analyzed by AI; It is also 

possible to measure the various stages of the disaster recovery process. The law can provide a 

flexible way to ensure that AI and disaster management tools are used safely, openly, and 

equitably for the benefit of the community. There may also be rules about who is responsible if 

something goes wrong and how those rules should be applied (Villa, 2022; Nemakonde and van 

Niekerk, 2022; Francesch-Huidobro, 2022). Laws or regulations governing the use of AI in 

areas such as disaster management or environmental applications should understand that these 

processes are not one-time measures. They change and improve over time, and the results get 

better over time. For example, the development of an early warning system raises many 

questions, and in this case we will consider three of them. The first is to have access to high-

quality data and make sure it's accurate so that AI can be properly trained in the environment. 

Artificial intelligence needs a lot of data to make the right predictions (Duan et al., 2019). 

Sometimes the data you need isn't available in the right amount. One way to solve this problem 

is to improve the algorithms used in the app and clearly explain how uncertain the predictions 

are (Gneiting & Raftery,  2007.  

 

This type of exchange aims to clearly show the system to everyone, which can help improve 

the way we communicate and build trust. It could also lead to legislative changes regulating the 

use of AI for environmental purposes and disaster management. (Cutter, 2022; Kahneman and 

Tversky, 1979). While there are some improvements in the ease of understanding, sharing, and 

implementing AI tools for environmental purposes, there is generally a balance between the 

clarity of these tools and their adaptability (James et al., 2013). Second, the use of artificial 

intelligence to combat environmental disasters must be fair, as the poor in society are usually 

the most affected by these disasters, as Matsuda noted in 2022.  Including standards of justice 

that everyone must adhere to and that can be applied to all groups in society. Finally, the use of 

AI in early warning systems raises concerns about automatic flood forecasting. The results of 

AI should be reviewed regularly, but the final decision on what counts as early warning should 

be made by a trained scientist or technical manager. It is a question for lawyers and social 

scientists – who should be responsible, responsible, protect their rights, and ensure decisions 

should be implemented (Berber & Srećković, 2023). 3 Social sciences Social sciences, law , and 
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public participation are important at every stage of the disaster management process. They play 

a unique role in controlling how AI and big data are used to address environmental hazards. 

Social scientists and lawyers can help identify, investigate, and educate government officials 

on the risks posed by the use of artificial intelligence and big data in disaster management. This 

can include violating privacy rights through the use of big data from mobile apps, or treating 

people unfairly in terms of training, fundraising, implementation, and compliance with early 

warning and evacuation plans (Carlarne, 2022; Gable, 2022; Matsuda, 2022; Shevin, 2022). 

Ensure that AI-designed policies that make communities more resilient to disasters harmonize 

well with local laws, the geography of the region, and traditional methods of developing their 

communities over time (Marshall, 2015; Finn and Marshall, 2018). Social scientists, lawyers, 

and the general public must work together to create and share ethical principles (such as 

fairness, transparency, safety, accountability, and the ability to challenge decisions) that guide 

the use of AI in emergency management, which changes over time. Public participation is very 

important for the effective management of environmental disasters. It is therefore imperative 

that disaster management teams and decision-makers communicate frequently and clearly with 

the public, as society is the first to encounter a disaster; at the same time, citizens are important 

members who can quickly and reliably offer advice on responding to disaster risks (Peliño-

Golle and Baula, 2022). 

Social media offers a variety of platforms where the public can continue to engage with legal 

authorities. (See Figure 2 for an overview of social media and how AI and big data are used in 

disaster management.) The term "crowdsourcing" is a common approach used by people who 

want to help organizations or agencies by sharing information relevant to their needs. 

(Rowbury, 2022). There are some difficulties with this way of communication between the 

public and the government. One problem is that it is unclear whether the use of this public data 

gives a reliable picture, as it only contains information from people who know how to use digital 

tools (Lieske et al., 2019). Another point is that such exchanges can provide a lot of information 

(Ghani et al., 2019) that affects people's personal space and safety. Some countries and 

government organizations already have disaster data and face the same legal challenges. In 

India, the Emergencies Act of 2005, enacted by the Government of India in 2005, provides for 

a complete legal framework for disaster management. This system is often compared to other 

similar laws in different countries. Madan and Rutray (2015); Mohan and Menon (2016); 

Shakeri et al. (2021). Indian law states that the government can only collect and distribute 

personal information during a disaster, but only if there is a good reason. Another example of a 

law that can be used to manage personal data collected from social media during disaster 

response is the Data Protection Regulation (GDPR) introduced by the European Union (as 

discussed by Tikkinen-Piri et al., 2018; Hoofnagle et al., 2019). Public participation in open, 

strong, fair, and ongoing discussions is important to build trust and build effective disaster 

management that saves lives and protects property, especially as the number of countries using 

artificial intelligence in this area grows. As more countries begin to use artificial intelligence in 

disaster management, engaging the public in honest, strong, fair, and ongoing discussions will 

be critical to building trust, saving lives, and reducing property damage (Cutter, 2022). 
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Figure 2. The potential of social media and big data to improve disaster risk management and 

highlights key factors for effective implementation. Managing environmental hazards involves 

doing several technical jobs, like gathering and studying information, building models to 

predict dangers, and handling crises in a good way. Without strong laws and rules at the 

national, regional, or international level, disaster management doesn't work very well, 

according to Seneviratne et al.in 2010. The importance of interdisciplinary research in 

addressing long-term and complex environmental problems is on the rise, particularly in areas 

such as disaster management. It's really important for environmental and social scientists, along 

with legal and policy experts, to collaborate on this issue. The Cambridge Handbook of 

Disaster Law and Policy (Kuo et al., 2022) is one of the first books that brings together various 

fields to look at the legal and political sides of handling environmental disasters. It has chapters 

that talk about the different laws and rules used by various countries to handle disasters, along 

with actual examples from real situations. To handle future disasters well, countries and 

different areas of study need to work together. Climate justice affects the entire world, and 

many of the challenges we face today are human-caused. Disasters don't pay attention to where 

people live, and the effects can reach far beyond just one area, maybe even the whole world. 

Issues in one country can have effects on other countries. For example, if CO₂ emissions keep 

going up, forests get cut down, pollution moves to other areas, or too many fish are taken from 

the oceans.(Cutter, 2018; Gill, 2022). Words from trusted groups like UNESCO, the League of 

European Research Universities (LERU), and the British Academy are getting more attention. 

These groups are stressing how important it is to combine different subjects in research and 

teaching, so universities can fully use an interdisciplinary approach. In schools and colleges, 

using more artificial intelligence can help by bringing together students from different subjects 

to work on disaster management problems using methods that combine knowledge from 



Artificial Intelligence and Big Data in Disaster Risk Management                                                                   10 

 

various fields. More individuals will gain a better grasp of disaster management issues and 

better equip future professionals to develop innovative solutions across various research 

domains. University courses in environmental science and law should include disaster law and 

policy, as suggested by Baker and others in 2022. The University of Georgia, which is a public 

university, shows how an integrated approach can work well. It provides a program that 

combines different fields to develop sustainable environments in cities. This program includes 

experts from law, environment, economics, and disaster management to tackle various issues 

related to climate change that cities worldwide are facing. Finally, a method that brings together 

different areas and encourages working as a team explains why and how to create a system that 

uses artificial intelligence and data analysis in emergency management. This makes it easier to 

handle disasters in a more adaptable and quicker way. It also reminds us that we need to make 

rules and laws to make sure this technology is used responsibly and ethically. In the last twenty 

years, AI technologies have advanced quickly, and environmental dangers have spread and 

gotten worse all over the world. Some new technology improvements have happened in the 

area of artificial intelligence used for managing disasters, and it's really important to pay 

attention to problems like bias, transparency, and privacy. These are important ethical and legal 

problems that impact all people involved in disaster management, no matter how skilled or 

responsible they are. Some important ideas for improving disaster laws and policies have 

already started being used, like the five principles discussed. Now, the next step is to think 

about how to turn these ideas into actual, enforceable laws. So, governments should work to 

develop rules that help artificial intelligence be helpful while preventing harmful outcomes. 

This means gathering experts from various areas to make sure that everyone's needs and rights 

are considered, especially people who are affected by environmental dangers. There are many 

different ways AI is used in disaster management, and ecologists and policymakers have 

different opinions about how helpful and trustworthy AI is when it comes to showing how 

natural and human systems function. It's important to work with experts from different areas 

and groups that are either directly or indirectly involved, but these differing opinions have 

made it hard to use artificial intelligence in disaster response systems. By using these different 

methods together, we can make AI tools more suitable for local conditions, rules, and the needs 

of natural resources. This method also considers how these changes impact various aspects of 

human life, which supports us in working towards the Sustainable Development Goals (SDGs) 

(Vinuezas et al., 2020; Costanza et al., 2023). Ethics must be thought about and handled 

correctly when developing AI, not just displayed. Building a system that looks at ethical 

problems won't stop progress, but it will help manage risks better and make sure they are found 

and handled in the best way possible. Social media apps that use artificial intelligence to reduce 

environmental dangers have raised several privacy and responsibility concerns that need to be 

thought about before using these apps to deal with environmental problems. AI can also help 

in education by connecting students from various fields to train the next generation of 

emergency management experts. They will be ready to fight against unfair, confusing, and 

risky AI solutions and can create new, smart solutions. AI and big data can help make disaster 

management better, but it's crucial to deal with problems like bias, transparency, accountability, 

and privacy. This can be done by following ethical rules and putting in place the right 

protection. Strong communities are already coming together and will keep growing in the 

future because of efforts like helping neighbors and teaching people. We suggest using a 

flexible model that relies on government data from large environmental data systems to help 
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make decisions about nature-based approaches in planning and managing resources sustainably 

at the regional level. These flexible data analysis methods, which handle both legal and 

environmental concerns, can help lessen the effects of disasters and build stronger, more 

resilient communities. 
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