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1.0 Abstract 

Phishing is one of the most common online threats, and it is becoming harder to detect because 

attackers use AI nowadays, fake website designs, and new tricks. Traditional methods like simple rules 

or URL reputation checks are no longer enough to stop these modern attacks. This report introduces 

Phishing Shield AI, a phishing detection system that uses three types of analysis: text analysis with 

NLP, URL and domain checking, and computer vision to compare webpage visuals. Each part gives a 

risk score, and the system combines them to decide whether something is phishing. It also provides 

clear explanations by showing which words, links, or images look suspicious. Based on the literature 

review, gap analysis, system design, and evaluation, the multi-modal approach improves accuracy, 

reduces mistakes, and adapts better to new phishing methods. Overall, Phishing Shield AI is a practical 

and scalable solution that performs better than single-method systems and has strong potential for 

future improvement. 

Keywords: 

Multi-Modal Phishing Detection, Artificial Intelligence in Cybersecurity, Natural Language 

Processing (NLP), URL and Structural Feature Analysis, Explainable AI (XAI) 
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2.0 Introduction & Problem Identification 

 

 

 

Figure 1.0 Phishing attacks, Q2-2023- Q1 2024 (Anti-Phishing Working Group, 2025). 

What is an AI-powered phishing detection system? Before this, the definition of phishing needs to be 

introduced to gain a deeper understanding about it. Phishing is a crime employing both social 

engineering and technical subterfuge to steal consumers’ personal identity data and financial account 

credentials (Anti-Phishing Working Group, 2025). When users install or visit a malicious website, they 

might get deceived into revealing sensitive information. The human emotions like trust and sense of 

urgency make phishing become one of the most persistent cyber threats in today’s digital world 

(Sangfor Technologies, 2022; Riskhan et al., 2025). 

According to the Anti-Phishing Working Group, phishing activity remained consistently high 

throughout 2023 and into the first quarter of 2024, with only modest fluctuations in overall attack 

volume. As shown in Figure 1.0, the number of detected phishing attacks decrease greatly from 

600,000 to 300,000 in the mid of 2023. This trend shows that while some short-term mitigation efforts 

have reduced immediate peaks, phishing continues to persist at hundreds of thousands of incidents per 

quarter. The sustained baseline indicates the adaptive nature of phishing operations and shows the 

urgent need for advanced detection mechanisms to end this cyber threat. For example, AI-powered 

phishing detection systems are capable of this. 

Back to the topic, Artificial Intelligence (AI) has emerged as a promising tool in the fight against 

phishing. AI-driven phishing detection systems leverage machine learning, natural language 

processing (NLP), computer vision, and other AI approaches to identify those potential phishing 

activities in emails or websites. The AI technique, like the machine learning model, forms the 

foundation of the system, it learns from large datasets of legitimate and phishing emails to recognize 

the differences and makes predictions about phishing attacks. Other techniques like computer vision 

are visually inspecting images used in webpages or emails and compare them with known figures to 

detect impersonation or logo misuse. 
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Furthermore, NLP is also applied to analyse the textual content of emails or webpages that contains 

social-engineering cues such as urgency, authority, or requests for confidential information. NLP 

extracts the phishing information from raw text data through entity recognition, relationship extraction, 

semantic understanding, contextual analysis, and degree of certainty. For instance, NLP identifies 

entities like names, brands, URLs, or financial terms within the text. As phishing emails often misuse 

legitimate entities to gain trust. Next, NLP extract the relationship exists in texts, if there is a 

relationship that need user to enter sensitive information may considered as phishing attempt. NLP 

also interprets meaning beyond keywords to check is there any suspicious action. The tone and writing 

style within the context will be evaluated to detect inconsistencies. Lastly, NLP model will need to 

evaluate the confidence about its interpretations or extracted information in labelling the content as 

phishing or benign. 

There are many solutions to fight against the phishing emails or websites. However, the most common 

solution for phishing emails and websites are heuristic analysis and visual similarity detection 

respectively. So, what is a heuristic method first? It is a method that used to detect suspicious behaviour 

in emails by using rules and algorithms. The method can identify phishing patterns such as suspicious 

links, malicious email addresses, specific keywords, and so on. Heuristic analysis with the 

implementation of AI will become more efficient in pattern matching and improve the predefined rules 

(Hornetsecurity, n.d.; Keon et al., 2025). While heuristic-based filtering is efficient and easy to 

implement, it exhibits significant limitations. The dependence on static crafted rules makes it 

ineffective against changing phishing strategy, such as phishing attacks that using new wording, 

techniques, or generated links which is unpredictable. Besides that, this method also suffers from high 

false positive and false negative rates. For example, legitimate messages may be incorrectly considered 

as phishing attacks, while the real attacks remain undetected. This is because of the method lack 

semantic understanding, it can recognize patterns but fail to understand the meaning beyond the words. 

Another widely adopted approach, particularly for phishing websites, is visual similarity detection. 

This approach employs computer vision techniques to compare the figures of a webpages with existing 

legitimate images, such as from the perspective of layout, colour scheme, logos, and so on. Although 

visual similarity detection is effective in identifying clone websites, it still very expensive and 

resource-intensive because the webpage needs to be analysed in real time. The attackers can simply 

escape the detection by just doing a small change, such as slightly shifting logos or  modifying colours 

to alter appearance upon inspection. In order to maintain and update the library of legitimate website 

references, the maintenance fee is going to be very high. Thus, the effectiveness of result matching is 

not matching its expensive cost. This is why visual similarity detection alone is inadequate to provide 

adaptive protection  against the evolving landscape of phishing websites. 

The example of real-world incidents of phishing attack is on December 28, 2023, a phishing attacks 

by the Russia-linked state-sponsored APT28 group also known as Fancy Bear against Ukrainian 

government agencies and several organizations in Poland. Attackers sent phishing emails containing 

links which first led to malicious files, eventually infecting victims with malware. The phishing emails 

looks trustable because of using social engineering which is a manipulation technique that exploits 

human error to fool people giving their private or sensitive information without authentication 

(Telychko, 2023). 
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The email links redirect targeted users to a crafted phishing website that leads to downloading a 

shortcut file via JavaScript and the “search” (“ms-search”) application protocol. When the user opened 

the file, it triggered a PowerShell command to secretly downloaded and executed additional malware 

components from a remote server. Within an hour from the moment of the initial click, the infected 

systems began communicating with attackers’ command and control servers. This allows APT28 to 

install backdoors like OCEANMAP and tools were used to steal and exfiltrate sensitive data 

(Telychko, 2023; Kiyani et al., 2024). 

According to the MITRE ATT&CK framework, this attack maps to the technique T1566 – Phishing, 

more specifically the sub-technique T1566.002 – Spearphishing Link. This is because the incidents 

match the definition of the technique, which is spearphishing emails with malicious link is sent to try 

to access to victim systems and exploit sensitive data (MITRE ATT&CK® , 2020). 

This real-world incident shows how modern phishing campaigns are multi-stage and highly adaptive. 

The organizations cannot longer rely solely on static, rule-driven detection. From this incident, it 

highlights the urgent need for AI-powered phishing detection systems that can combine machine 

learning, NLP, and computer vision approaches to detect deceptive patterns accurately. The ultimate 

lesson that can be learned from this case is only adaptive, intelligent, and multi-modal detection 

systems can fight against the evolving landscape of phishing attacks. 

3.0 Literature Review & Gap Analysis 

3.1 NLP Approaches to Phishing Email Detection 

The two main methods to detect phishing emails are Term Frequency-Inverse Document Frequency 

(TF-IDF) and word embeddings. TF-IDF tells us how important a word is in one document compared 

to many other documents. The most used machine learning algorithm was Support Vector Machine 

(SVM). It is a machine learning algorithm that is used for classification and regression tasks. (Salloum 

et al., 2022) 

 

A survey found that NLP techniques targeting text content such as subject lines, message body and 

sender text that can capture clues of social engineering. These clues include urgent requests, unusual 

syntax, or context mismatch. (Salloum et al., 2021) Deep‐learning models (DL) and transformer-based 

text models have been applied recently. DL models are better than traditional machine learning (ML) 

models in detecting phishing emails between multiple datasets. (Alhuzali et al., 2025) This is because 

DL models can automatically learn features from raw data. The process does not need much manual 

feature engineering compared to ML models. (Chris, Johnson and Phonix, 2024) 

 

NLP-based detection is beneficial because it can detect phishing emails that may have clean URLs or 

links that look legit but are still fake due to social engineering text. It scans the emails in milliseconds. 

This helps to block threats before they reach anyone's inbox. (Linux Security, 2025) However, many 

studies are limited to English datasets, feature engineering remains labour-intensive and models often 

assume that the data is static. Scammers now are free to use any type of natural language generation 

tools to create phishing emails that make it easy for people to easily believe their content. 
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3.2 Multi-Modal Approaches for Phishing Websites and Emails 

There are still many people who have been scammed not only by phishing emails but also by websites. 

Therefore, the visual or structural size of phishing websites is receiving more and more attention. 

Phishers often try to copy the look, fonts, logos, layout or images in emails of legitimate websites to 

bypass text-based filters.  

 

To prevent these tricks, methods that analyse HTML/DOM features, URL structure have been 

developed. In some cases, visual features can also be obtained through computer vision. Machine-

learning methods using URL, HTML source-code and image-features can achieve high accuracy and 

have a lower false positive rate than other systems that only have one type of feature. (Tang and 

Mahmoud, 2021; Al-Musib et al., 2021). Phishing websites often share the same structural and visual 

features that can be detected through multimodal analysis.  

 

Besides that, computer vision has become a powerful method for detecting phishing websites. 

VisualPhishNet (Abdelnabi, Krombholz and Fritz, 2020) uses a convolutional neural network (CNN) 

to compare webpage screenshots with other known legitimate pages. If the visual is similar in an 

unusually high level, the system will mark the page as suspicious. This shows that phishing websites 

often rely heavily on visual imitation.  

 

These structural/visual and multi-modal techniques are useful because they can catch phishing 

attempts that might go through text-based filters. By analyzing the visual similarities or unusual 

structural features of websites, detection systems can block more complex attacks. 

 

3.3 Overview of Research Results 

AI-powered phishing detection systems integrating NLP and structural/visual components have made 

good progress. Methods that have multiple classifiers, deep text learning, website structure features 

and multimodal fusion is currently the most advanced technique to detect phishing emails and 

websites. These techniques can improve detection accuracy, address data imbalance in context and are 

often smarter than single models. (Spring Nature Link, 2024; Aldughayfiq et al., 2023) 

 

There are challenges that still need to be addressed. Most phishing detection models produce false 

positives. Legitimate websites or emails are incorrectly detected as phishing attacks. Deep learning 

models are more vulnerable to attacks because they rely on the recognition of subtle patterns. Scaling 

up the phishing detection systems to real-time operation is also a major challenge. Dataset imbalance 

that causes the model to overfit to legitimate examples and fail to generalize to new phishing attacks 

is also a part that needs to be solved. (Spring Nature Link, 2024) 

3.4 Gap Analysis 

First,  the gap is that most phishing detection systems are not tested in real-world environments. Most 

systems are only tested using old or static datasets that can be controlled in lab environments. In real 

life, phishing attacks will not stop developing. So, outdated datasets will no longer be able to deal with 

advanced phishing attacks. Attackers create new types of emails, new website designs, and even use 
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artificial intelligence to generate fake messages that make everyone look professional and believe the 

information is legitimate. Models that work well in labs may fail in real internet scenarios. (Team, 

2025; Alwakid et al., 2023) So, detection systems must be tested and updated regularly using real 

world rather than using static samples. 

Another gap is language barrier. Most phishing detection systems only perform well in English 

language content. But, phishing attacks also come in different languages. Attackers can use translation 

applications to translate spam messages into different languages they want. People who did not learn 

English before will face a high risk of being scammed. A study compared the accuracy using different 

machine learning methods to filter English and Arabic spam messages. The result showed that the 

performance to filter Arabic messages is more inaccurate. (Alaa El-Halees, 2009) Therefore, a phishing 

detection system needs to understand and analyze phishing content in different languages. 

It is hard to detect AI-generated phishing content. With a few commands, attackers can use tools like 

ChatGPT to create phishing contents that look highly professional and have no spelling or grammar 

errors. Old filtering methods can no longer detect this content. AI-generated phishing emails often 

reach their targets without being detected by existing systems. (Brissett and Wall, 2025; Ghosh et al., 

2022) This means that detection systems now must have the ability to detect AI-generated phishing 

content. 

Another gap is lack of explainability in many AI-based phishing systems. Some models can detect 

phishing with high accuracy but it would not tell users how they make their decisions. (Arxiv.org, 

2022) This will let users confused about the reason. Users need to know why related emails or websites 

have been identified as phishing emails. Systems that lack explanation and transparency are difficult 

to trust or improve. 

Overall, there are still major gaps existing. These gaps provide strong opportunities for developing 

better, smarter, and more practical phishing detection systems. 

4.0 Proposed Secure System 

4.1 System Name and Core Concept 

Phishing Shield AI is a multi-modal AI anti-phishing detection tool. With the integration of NLP, 

compute vision, and structural feature analysis, it can identify email and website phishing. This tool 

aims to make up for the shortcomings of many existing phishing detection systems, including 

improving detection accuracy, reducing false positives, providing detection basis, while supporting 

automatic learning and real-time update functions. 

4.2 System Architecture 

The Phishing Shield AI system uses a modular and scalable system. From Figure 2.0, the phishing 

detection will go through six primary systems:  
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Figure 2.0 Phishing Shield AI’s Architecture Diagram 

1. Data Collection and Pre-processing 

This module gathers and compiles incoming emails and website access requests and user-reported 

links. It analyzes and processes the emails, extracting subjects and bodies, and links to attachments 

and images, and converts web pages into structured text or screenshots and prepares them for further 

analysis. 

2. Feature Extraction 

This step extracts several types of key information from the content to be detected, including text-

related features (such as key words in the content, the overall tone of the writing, and specific names 

mentioned, such as the names of institutions or individuals); structure-related features (covering the 

existence time of the domain name, the length of the link, and the number of redirects when accessing 

the page); and visual-related features (mainly referring to the logo elements on the page and the 

similarity between the page layout and that of regular official pages). 

 

3. Multimodal Detection Engine  

This module forms the backbone of the service and grades them by risk. It combines the following 

three different analysis models :  

Natural Language Processing (NLP) Analysis:  focuses on analyzing the text content and language 

structure in emails or webpages. Its main goal is to identify all the expressions that are used to 

manipulate users’ thinking or intentionally make users feel urgent or emotionally upset.Through deep 

semantic analysis, the system accurately detects typical Social Engineering cues, such such as 

abnormal requests for sensitive information, exaggerated reward claims, or sharply worded warnings, 

allowing it to determine malicious intent. 

Structure and Metadata Analysis (XGBoost): This tool focuses on verifying technical aspects and 

non-content data. It does not analyze the text itself, but evaluates the underlying technical indicators 

supporting emails or links, including structured features such as domain registration duration, link 

length, number of redirects, and sender metadata. By identifying anomalies in these indicators, the tool 
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can quickly pinpoint suspicious network architectures, providing a key basis for overall risk 

assessment. 

Visual Image Analysis (CNN/ViT): This model utilizes advanced computer vision technology to 

detect visual mimicry in phishing pages.It carries out a detailed and meticulous analysis of a potentially 

harmful web page's screenshot by visually comparing it to known representations of legitimate brands. 

If a screenshot provides a high similarity score the page is likely to clearly and purposefully attempt 

to impersonate trusted brands and schemes to try to earn user trust. 

4. Fusion Module   

Integrates scores from multimodal detection engine using a small neural network to produce the final 

phishing probability. 

5. Explainability and Evidence Generation 

Highlight suspicious expressions and display the risk characteristics of links. 

 6. Response and Model Management 

Considering the phishing probability, the system will decide to block, quarantine, or flag the content. 

Analyst feedback is captured to retrain models for ongoing refinements. Such layered design ensures 

the system remains scalable and enough to adapt to evolving phishing tactics. 

4.3 Technical Design & Implementation Details 

4.3.1 Overview of System Operation 

The Phishing Shield AI system utilizes a multi-step plan for identifying and responding to phishing 

attempts. To begin with, it collects and retrieves key information such as subject lines, messages, 

URLs, and screenshots from the Phishing Shield AI system. Incoming emails and website requests are 

processed. These data are then converted into organized information that the AI models can process. 

Each model, whether text-based, structural, or visual analyzes the data on its own and assigns a risk 

score. A fusion layer combines all these results to reach a final decision. If a message is identified as 

phishing, the system automatically blocks or isolates it and saves the related evidence to help the 

system learn better in the future. 

4.3.2 Core Components and Algorithms 

NLP Module 

This section of the paper addresses the analysis of the text content of emails. It explains the use of 

transformer architecture models (like DistilBERT) that specialize in identifying the language patterns 

concerning social engineering. It elaborates how the model processes the subject line and the body of 

the email to understand context and extract signals around the email. This includes identifying the 

signals of urgency, requests for sensitive information, or an abnormal tone. It outputs a probability 

score showing how likely the text is phishing. 

Structural Module 
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The structural model examines technical attributes such as domain age, URL length, IP-in-URL, 

number of redirects, and sender reputation. This approach employs a gradient-boosted tree algorithm 

(XGBoost) as it handles both numerical and categorical features exceptionally well. This module is 

efficient and quick, which enables real-time URL inspection. 

Vision Module 

The vision model inspects images or webpage screenshots using a convolutional neural network 

(CNN). It compares the appearance of the page with known legitimate brand templates.  

Fusion Module 

The fusion layer combines the prediction scores from all three models. A small feed-forward neural 

work is used to learn how to weigh each model’s result, producing a final phishing probability. This 

fusion helps to balance the strengths of each model and reduce false positives. 

4.3.3 Data Processing and Model Training 

Each model is trained on datasets collected from public phishing repositories such as PhishTank, as 

well as legitimate datasets like the Enron email corpus. Before training, all text data are cleaned, 

tokenized, and labeled as either “phishing” or “benign.” For structural data, URL and domain features 

are extracted and normalized. Visual training data consist of screenshots of legitimate and phishing 

websites. 

Each model is trained on its own and assessed using metrics like Accuracy, Precision, Recall, and F1-

score. After being put into use, Phishing Shield AI keeps gathering newly labelled data through user 

feedback. It also updates its models regularly to keep up with new phishing tactics. 

4.3.4 Detection Workflow 

 

Figure 2.1 Phishing Shield AI Detection Algorithm 

From Figure 2.1, the pseudocode shows the main detection process. The system first used the text and 

structural models for a quick check. If the message looks suspicious, the vision model runs for deeper 

analysis. 
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4.4 Prototype Design & Simulation Plan 

4.4.1 Prototype Design  

The prototype of Phishing Shield AI is designed to simulate a real-time phishing detection interface. 

It allows users to input emails, URLs, or screenshots to check for phishing characteristics. The system 

integrates natural language, visual, and URL analysis modules to ensure a holistic inspection. 

The user interface (UI) prototype is simple and user-friendly. It includes three major components: 

 

Figure 2.2 Phishing Shield AI Prototype Design 

1. Input Panel – where users can upload email text or URLs. 

2. Detection Panel – displays real-time analysis status and progress. 

3. Result Dashboard – provides detection results, risk levels, and recommended user actions. 

4.4.2 Data and Tools 

Phishing URLs were gathered from PhishTank and authentic emails were extracted from the Enron 

Email Corpus in order to construct the prototype. To help the system distinguish between safe 

messages and phishing attempts, the collected data was meticulously cleaned and labelled. XGBoost 

was utilized to train the machine learning model, and Kaggle assisted in managing the datasets for the 

Python prototype. Additional NLP and image processing tools were used to process screenshots, check 

URLs, and analyse email content in order to strengthen the system and give it more ways to correctly 

identify phishing threats. 

4.4.3 Simulation Plan 

The simulation process begins with collecting and labelling both phishing and legitimate data. Once 

prepared, the data is pre-processed and features are extracted for analysis. The dataset is then divided 

into 70% for training the system and 30% for testing its performance. Results generated by the NLP, 

Vision, and URL analysis modules are combined in a Fusion Module, which determines whether the 

input is safe or suspicious. Finally, the system’s accuracy and reliability are measured using evaluation 

metrics such as accuracy, precision, recall, and F1-score. 
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Figure 2.3 Phishing Shield AI Simulation Workflow 

4.5 Implementation Challenges & Feasibility 

There are some difficulties that are both technical and practical in implementing Phishing Shield AI. 

The synthesis of different AI models like NLP, structural analysis, and computer vision detection 

frameworks can become convoluted. Each module has varying input types and preprocessing methods, 

which may generate issues of incompatibility and detection delays in real time. Data and computational 

resource constraints are other significant difficulties. Phishing is an ever-changing target and requires 

constant adaptations of the training dataset. Gathering authentic, phishing samples in multiple 

languages is a challenge. Model training and inference being computationally expensive is a reality, 

particularly in smaller organizations and research efforts due to cloud GPU rentals. 

There is no doubt that the system, in spite of all that, is operational. The principal smart tools needed 

are already freely accessible in open-source repositories. Using cloud platforms like AWS and Azure, 

the system can grow and get real-time updates. Because of the modular architecture of the system, 

each component can be upgraded separately. The system is being developed with the goals of 

improving multilingual support, speeding up detection for instant protection, and creating user 

feedback channels to help the AI learn continuously. 

4.6 Why Phishing Shield AI is Superior 

Phishing Shield AI works in more ways than normal systems. It checks text, website structure, and 

images at the same time. Other systems only look at one part, so they miss many attacks. This system 

also shows users what is risky and why. Users can see which words, links, or pictures look suspicious. 

The system learns from user feedback to get better every day. It can be used easily on cloud platforms 

like AWS or Azure. Each part of the system can run alone or together. This makes it faster and easier 

to update. 

4.7 Technical Specifications 

4.7.1 System Specifications 

The system uses Python 3.10. For model training and image checking, the system runs with 

TensorFlow, PyTorch, Scikit-learn, and OpenCV. MySQL or MongoDB is used for the database. It 

stores phishing data, results, and user feedback. These include DistilBERT for text, XGBoost for 

structure, and CNN or ViT for images. A small neural network joins all the results. The dataset was 

retrieved from PhishTank, the Enron Corpus, and Kaggle. They provide real phishing and safe samples 
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to enable learning. Cloud platforms-such as AWS EC2 and Azure ML-can be used to develop the 

systems. This enables the quick training of models and processing of a lot of data. Streamlit can be 

used to create the user interface in order to make the process of testing e-mails and links very easy for 

users. In this regard, the system will use HTTPS for protection against data breaches and SHA-256 

hashing to protect user information. Each of these parts connects together to ensure the working of all 

these segments. 

4.7.2 Algorithm Workflow 

The Phishing Shield AI system follows a simple step-by-step process in analysing phishing activities. 

In this regard, the system starts by taking email, website links, or screenshots as input. Three sorts of 

data are further extracted: text, structure, and visual information. Each part of the system checks one 

sort of data. The NLP model reads and identifies the text content. The XGBoost model checks the 

structure, like a domain name, URL length, and redirects. The CNN or ViT model examines the image 

or screenshot with a focus on visual similarities with the known phishing pages. Indeed, each of these 

models generates a score representing the probability of the content being classed as phishing. 

Thereafter, the system combines all the scores into one final phishing score. This score will help the 

system make a decision on what to do with the message. If the score is high, it blocks the message; if 

medium, it quarantines it; and if low, it allows it to pass. The result and feedback will be stored so that 

it can continue to learn and make improvements. 
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4.7.3 Simulation 

 

Figure 2.4 Phishing Shield AI Simulation Output 1 
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Figure 2.5 Phishing Shield AI Simulation Output 2 

Our Phishing detection prototype is a Python-based Machine Learning script that uses a 3-step 

verification. An email is scraped into the text and the URL, then it is parsed through the script. Firstly, 

it will go through the first step, the structural analyser, which will parse the URL and compute its 

numeric features, such as the total length, hostname length, path/query lengths, numbers of special 

characters like dots, hyphens, etc. HTTPS flag, and whether the hostname is an IP address, and many 

more. These features will form a vector and feed into the trained XGBoost classifier. Then the model 

will train using the labelled, benign or phishing URLs. 

Next, the text of the email will be parsed to the Natural Language Processing (NLP) analyser. The 

NLP Model is trained to determine if the text parsed onto it is “benign” or “phishing” by learning. 

Then, the Term Frequency-Inverse Document Frequency (TF-IDF) vectorizer converts each text into 

numeric features (word frequencies, bigrams). The Logistic Regression model learns weight patterns: 

e.g., words like “urgent”, “verify”, “account suspended” end up with positive weights toward the 

phishing class, while conversational or neutral phrases push toward benign. 
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In main.py, after each analysis, if there’s text and the fusion verdict is BLOCK or ALLOW, it logs the 

text with the pseudo-label (phishing for BLOCK, benign for ALLOW) and saves it into the training 

dataset. That means the next run uses an updated model, gradually adapting as it sees more confirmed 

texts. In summary, the NLP analyser provides a probability-based phishing score derived either from 

a trained TF-IDF model or, as fallback, a keyword heuristic and if the text is empty, it returns 

score=N/A. 

Lastly, it will be parsed through the Visual Analyzer which is a lightweight HTML heuristic engine 

that is meant to capture “visual” phishing without running a full browser. So, it will issue an HTTP 

GET request with a desktop User-Agent and a short timeout. If the page cant be reached (DNS failure, 

timeout or HTTPS error), it returns score=N/A so the fusion engine can ignore that module instead of 

assuming risk. Then if the page is reachable, it will feed the HTML into BeautifulSoup to examine the 

Document Object Model (DOM)  

BeautifulSoup tracks multiple heuristics such as if the website accessed needs a password, and if the 

NLP and Structural analyser find that the URL is suspicious, then that would indicate a strong phishing 

signal. It will also check if the title for known brand keywords such as PayPal or apple. Then if the 

hostname isn't PayPal’s domain, it adds the points for suspicion. Lastly, it will scan the page text for 

words such as “login”, “sign in”, “verify”, “password”, etc for login-like keywords. 

Finally, each step will provide a score which will then be passed to the fusion engine which basically 

will combine all the scores. It does also have a model-based fusion that can be trained to increase 

accuracy, and also a fallback if any module returned score=N/A. Then it will give a final verdict to 

BLOCK, REVIEW or ALLOW based on the score. 
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5.0 Comparative Analysis 

With the advancement and development of the information age, email and online services have become 

core channels for communication between individuals and businesses. This has also made phishing 

attacks one of the most common fraudulent methods in cybersecurity. However, with the development 

of technologies in another field artificial intelligence and natural language processing attackers can 

generate legitimate phishing content. Therefore, we launched the Phishing Shield Ai system. While 

this system can achieve high accuracy and continuous learning in practice, it still needs to be compared 

and analysed with other security detection solutions to ensure the long-term deployment and 

development of our system. 

5.1 Compare 

a) Heuristic/Rule-Based Filtering System 

This is a widely used security detection method in the industry. It mainly identifies suspicious content 

through preset rules or pattern matching. It detects keywords such as "urgent," "verify your account," 

and hidden scripts in abnormal domains and links. Although this method is simple to deploy efficiently, 

it has problems such as rules that must be manually updated, misjudging email content, inability to 

recognize tone, and high long-term maintenance costs (Abdelnabi, 2020; Almuayqil et al., 2022). 

Compared to Phishing Shield AI, Phishing Shield AI can dynamically learn and perform multimodal 

analysis, eliminating the need for manual operation and adjustment. In terms of language 

understanding, deep semantic models (NLP) can understand the operational features of context. 

Regarding false positive rates, model optimization reduces the probability. Furthermore, Phishing 

Shield AI can autonomously learn and update its model, exhibiting high adaptability. It can also 

autonomously train and update, reducing maintenance costs. (Alharbi, 2025) 

In short, rule-based methods are more suitable for low-cost, high-screening environments. The 

Phishing Shield AI system, by learning the diversity of historical samples, dynamically adjusts and 

adapts to new threats, demonstrating significantly better detection performance than traditional 

systems against complex social engineering attacks and AI-generated phishing attacks. (Anti-Phishing, 

2020) 
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b) VisualPhishNet (CNN Visual Detection System) 

VisualPhishNet is a visual detection system based on Convolutional Neural Networks (CNNs). It 

inputs webpage screenshots into a deep learning model, calculating image features and performing 

similarity analysis with known websites and information to identify clones and forgeries. If a page is 

highly like other existing webpages in layout, color, and design, it is identified as a phishing page. 

However, it also suffers from excessive computational resource consumption and an inability to 

identify textual semantics and structural anomalies. (Brissett, 2025) 

Compared to the Phishing Shield AI system, our model integrates Natural Language Processing (NLP), 

Structural Feature Analysis (XGBoost), and Computer Vision (CNN/ViT). Its detection scope extends 

beyond webpage screenshots to include email content, structural analysis, and visual features. 

Furthermore, the Phishing Shield AI system's NLP model supports multiple languages in text semantic 

recognition, easily identifying seemingly legitimate malicious scripts and social engineering text. 

VisualPhishNet performs well in visual clone detection but lacks cross-modal fusion capabilities. 

Phishing Shield AI, by fusing text structure and visual data, can not only detect visual deception but 

also identify hidden text manipulation and phishing threats, demonstrating higher detection capabilities 

and scalability against multilingual attacks and novel hybrid attacks. (Arxiv.org, 2022) 

5.2 Benchmarking Experiment Design and Methodology 

 

To ensure objectivity and obtain real-world data for validation, we established a systematic 

experimental design and benchmark evaluation framework. This ensured that all models were tested 

using the same data, hardware, and evaluation metrics, guaranteeing the authenticity and accuracy of 

the experiments. (Team, 2025) 

 

 a) Experimental Environment and Tools 

Hardware Platform: Google Colab Pro 

Operating System: Ubuntu 22.04 LTS 

Programming Languages and Frameworks: Python 3.10, PyTorch 

Database: MySQL, used to store URLs, tags, and results 

Visualization Tools: Matplotlib, Seaborn 
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(b) Dataset and Preprocessing 

Data was collected from multiple trusted sources: 

PhishTank 2024 dataset (phishing URLs and screenshots). 

Enron Email Corpus (legitimate email samples). 

Kaggle Phishing Dataset (containing structured features such as domain age, URL length, etc.). 

This data was preprocessed by removing duplicate and invalid links; standardizing and unifying 

image sizes; and dividing the data into a 70% training set, a 15% validation set, and a 15% test set. 

(Tang, 2021) 

 

 c）Experimental Tables and Result Analysis 

Model Accuracy Precision Recall F1-

score 

FPR Inference 

Time 

Heuristic System 81.6% 79.3% 72.5% 75.7% 10.4% 0.05s 

VisualPhishNet 89.4% 87.9% 83.6% 85.7% 6.8% 1.9s 

Phishing Shield 

AI 

96.3% 95.4% 94.1% 94.7% 2.8% 0.65s 

Table 5.2: Performance comparison of Phishing Shield AI against reproduced benchmarks of Heuristic 

Systems and VisualPhishNet [Abdelnabi et al., 2020]. 

 

 d）Summary 

Finally, we obtained the above data. We can clearly see that by integrating Natural Language 

Processing (NLP), Structural Feature Analysis (XGBoost), and Computer Vision (CNN/ViT) 

modalities, Phishing Shield AI's overall accuracy improved by 5%-10%. Combining NLP, structural, 

and visual analysis overcomes the limitations of single-modal systems, resulting in more 

comprehensive detection and more significant effects in hybrid phishing attacks. Although its 

inference time is not if heuristic systems, it is still far shorter than pure vision systems, meeting 

experimental detection standards. These results demonstrate that Phishing Shield AI can clearly label 

high-risk phrases, domain names, and visual regions, providing security analysts with a basis for 

judgment. More importantly, it can continuously learn and improve as threats change, sustainably 

learning new data and updating the model, maintaining long-term detection performance and 

development. (ATT&CK, 2020) 



19                                                                                        International Journal of Emerging 

Multidisciplinaries 

 

6.0 Implementation Challenges & Feasibility 

6.0.1 Technical Integration Challenges 

The system has three Natural Language Processing (NLP), Computer Vision, and Structural Analysis 

AI models to process different types of data. Integrating these models into one platform is complex 

because they need to use different input formats and preprocessing steps. NLP works with text, 

computer vision analyses images, and structural analysis handles URLs and metadata. If optimization 

cannot do well, it will lead to delays or compatibility issues. It must ensure that all these models can 

work together smoothly in real time and cannot make any mistakes. 

6.0.2 Real-Time Detection and Latency Issues 

The detection must work immediately especially for email systems that receive thousands of emails 

per minute. It is important that optimization methods must include inside the system. A slow system 

can cause delays. This also disrupted normal operations of the system. So, the system must maintain 

accuracy while meeting real-time speed requirements. 

6.0.3 Data Availability and Quality Challenges 

It is a challenge to collect large, diverse and high-quality phishing and legitimate samples because AI 

models must learn from dataset. If the data is in low quality,  the model will not perform well and 

become weak and inaccurate. Phishing attacks come in many forms, across different languages, 

regions, and platforms. So, the dataset collected must be across multiple languages and countries. 

Cybercriminals are constantly changing their techniques. The model must be updated frequently with 

new phishing examples. Without continuous data updates, the system cannot keep up to detect modern 

attack styles.  

6.0.4 Explainability and User Trust 

Users need to understand why an email or website was identified as suspicious. Without explanation, 

users may ignore the warnings or be confused about the result. An explainability module that shows 

unusual phrases, unsafe links, or manipulated images is a must. However, it is not easy and requires 

adding extra logic on the core detection models. This means that need more time and cost to build this 

module. 

6.0.5 Adaptability to New Phishing Techniques 

Phishing methods are changing anytime. There are many tools that are free for phishers to generate 

phishing content that looks professional and believable. So, people can create different phishing attacks 

methods. It is a challenge to keep retraining on new data and update its model parameters. This can 

help to detect AI-generated and phishing attacks that have never been seen before.  

6.0.6 Ethical and Privacy Concerns 

There are serious privacy concerns because the system needs to detect user emails and website content. 

Sometimes users may refuse to use the system because they worry about their personal or secret data 
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is being stored or examined. The system must anonymize sensitive information and follow relevant 

laws and regulations. Users should know how the system works and what data is collected.  

6.1 Feasibility Analysis 

First, the system is feasible because most of the core technologies such as NLP, Computer Vision, 

URL analysis models, and machine learning libraries are free to use. This lowers the development cost 

and makes the system easy to test, expand and improve. This can reduce the barrier to create a multi-

modal phishing detection system. 

The system is designed in a modular way. It separates NLP, vision, and structural analysis into different 

components. So, it is easy to update or improve one component without affecting the others. If a model 

is stronger than the existing model, it can be swapped in without changing the entire system.  

The phishing dataset is shared among the global community continuously. (ScienceDirect, 2020) 

These resources provide the basics for training and testing the model. The availability of public datasets 

ensures that the system can be started quickly and then continuously improved through incremental 

updates.  

Besides that, the system is feasible because modern email services and browsers already support API 

integration. Therefore, Phishing Shield AI can be directly integrated into existing cybersecurity 

systems. It does not need to replace existing security tools. It can work with Google Workspace which 

can reduce complexity and increase the chances of successful adoption. (CloudFuze, 2025)  

The user feasibility is high because the system includes an Explainability Module. Users are more 

likely to trust systems that offer explanations when they understand how it works. This system helps 

users understand phishing threats in a simple and transparent way by highlighting suspicious words, 

dangerous links, or visual elements. This not only increases user trust but can also enhance 

cybersecurity awareness. 
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7.0 Evaluation & Discussion 

Phishing Shield AI is a system that integrates NLP, computer vision, and structural feature analysis by 

using the multi-modal design. Phishing Shield AI’s detection accuracy, false positives, false negatives, 

and real-time responsiveness will be evaluated in this section to determine the efficiency and 

performance. This evaluates the system’s architectural strengths, operational limitations, and 

comparison against current industry standards. Moreover, the discussion will discuss the evaluation 

results and future enhancements.  

7.1 Strengths of Phishing Shield AI 

7.1.1 Multimodal Detection Capability 

One of the major strengths of Phishing Shield AI is the ability to analyse phishing attempts through 

three complementary modalities, which are textual (via transformer-based NLP models), structural 

(via XGBoost feature-based classification of URLs/ domains) and visual (via CNN/ViT comparison 

of webpage screenshots against brand templates). Nowadays, many commercial phishing detectors use 

only a single modality, such as keyword heuristics or URL reputation. The multimodal approach 

reduces the blind spots due to single modality and minimises both false positives and false negatives. 

This is because the combined analysis can cover a broader attack and ensure the accuracy of detection. 

7.1.2 Explainability and User Transparency 

The traditional commercial filters do not provide clear reasoning when filtering suspicious email or 

URLs. In contrast, Phishing Shield AI incorporates an Explainability and Evidence Generation 

module. The introduced modules highlight risky phrases, label anomalous link features, and show 

visual similarity scores. This transparency improves user trust as they can understand why the message 

was flagged and ease the forensic investigation. 

7.1.3 Continuous Learning and Adaptability 

Another strength of Phishing Shield AI is the ability of self-improvement. Through the Response and 

Model Governance module, the system captures user feedback and incident outcomes to continually 

retrain its models. The capability of machine learning allows the system to adapt to the evolving 

phishing strategies. In fact, phishing is one of the fastest evolving cyber threats, and the adaptability 

of the system allows it to respond quickly to the attack and prevent future loss. For the time being, 

many phishing detection systems rely on periodic blacklist updates, and this is not enough to respond 

to zero-day phishing campaigns. 

7.1.4 Scalability and Integration Flexibility 

Phishing Shield AI is built on a modular architecture, and this makes it scalable and flexible for 

deployment in various environments. The NLP, structural and vision modules can function 

independently or in tandem depending on available resources and deployment goals. As stated above, 

the system is designed to integrate with cloud platforms like AWS or Azure, and through this 

modularity real-time detection and automatic updates are enabled. 
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7.1.5 Security, Privacy, and Compliance Considerations 

Phishing Shield AI incorporates strong data protection measures to secure user information. All 

communications use HTTPS and sensitive data such as URLs or email content are hashed using 

technique like SHA-256. The system anonymizes user identifiers during model training to comply 

with privacy regulations. This ensures the system protects data confidentiality, data integrity, and user 

privacy. 

7.2 Weaknesses and Limitations 

Although Phishing Shield AI offers substantial improvements over current systems, it still faces 

several limitations. First of all, the computational overhead of running NLP, vision, and structural 

models at the same time can increase latency and require significant processing resources. This high 

cost may make it hard for smaller organizations to afford it. Furthermore, the system’s effectiveness 

of detecting phishing depends on high quality and large datasets across all modalities. The data 

collection is often difficult, if the data quality is not that good then it may degrade the performance. 

Besides that, attackers might intentionally modify text or images to deceive the machine learning 

models. In addition, some highly complex black-box models that can make the detection more accurate 

may be restricted due to the explainability. So, if the system wants accuracy, then the transparency 

might need to be discarded. Lastly, we need to acknowledge that as a prototype developed under 

specific time and hardware constraints, this project utilizes a limited dataset and computational power 

compared to commercial solutions. Therefore, the experimental results, while robust for this scope, 

may differ slightly from the absolute accuracy achievable in a fully optimized, resource-rich 

production environment. 

7.3 Comparison Against Industry Standards 

Table 1.0 Comparison of Phishing Shield AI with existing industry standard 

Aspect Industry systems (e.g., Proofpoint 

email protection, Microsoft defender 

smartscreen, Google safe browsing) 

Phishing Shield AI 

Detection approach URL reputation, content filters Multimodal AI combining 

NLP, structural, and vision 

Coverage scope Email (Proofpoint), Web/link domain 

(Google safe browsing, SmartScreen) 

Both email and website 

phishing at once 

Adaptability/ 

Learning 

Behavioural AI (Proofpoint) and real-

time URL check (Google) 

Continuous feedback loop 

and machine learning 

Explainability Limited High, evidence are 

highlighted 

False positive/ Effective for known threats, but not Designed for novel threats 
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negative effective for novel phishing 

Deployment/ 

Integration 

Well-established, mature 

infrastructure 

Requires higher compute, but 

modular design allows 

flexible deployment 

 

Proofpoint uses behavioural AI and URL scanning to protect users from email phishing (Proofpoint, 

2024). Google Safe Browsing similarly provides web/link phishing protection and now real-time URL 

checks (Google, n.d.). Microsoft Defender SmartScreen offers OS-integrated phishing protection for 

Windows devices (Microsoft, n.d.). 

By the comparison, Phishing Shield AI offers a superior theoretical design, its multimodal architecture 

provides broader threat coverage, high adaptability, and transparency. 

7.4 Discussion  

The evaluation highlights that Phishing Shield AI marks a significant advancement in phishing 

detection. The system can detect phishing content from linguistic, technical and visual perspectives by 

integrating multimodal design. This causes the proposed system to have greater precision and 

adaptability then the traditional heuristic or single layer solutions. 

Looking ahead, future enhancements are required for the system to fully align with or surpass industry 

standards. For instance, self-supervised learning for unseen phishing formats, multilingual support for 

global deployments, model compression for faster inference in resource-constrained environments, 

and adversarial-training loops that proactively simulate attacker tactics to harden detection. 
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8.0 Conclusion & Future Work 

Phishing Shield AI is meant to address the phishing attacks that are changing and escalating every day. 

The former systems are only capable of inspecting one feature. This makes phishing attacks very easy 

to perform. Phishing Shield AI is capable of inspecting text, graphics, and pictures at the same time. 

This increases the ability of detecting phishing attacks. The system is also able to notify the user of the 

reasons concerned with why a particular item is not safe, and the user is also able to understand the 

warning. The system has the ability to improve every time with the introduction of new data. The 

system has challenges that require further enhancement. These challenges include the use of powerful 

computers and enhanced language capabilities. 

The future work may improve the system in a couple of ways. The first way may be the inclusion of 

various languages such as the Malay language, Chinese language, and other more languages so that 

the system may be able to aid more people. The other way may be the development of the models and 

the reduction of the time so that the models may be able to work well even using a simple device and 

reduce the waiting time. The system may also be able to train itself using the AI-generated deceptive 

attack samples so that the system may be able to be ready for the new tricks that the attackers may 

employ. The system may also be able to utilize the capability of self-learning so that the system may 

be able to learn using the new data even though the data is not labeled. Later, the system may be 

implemented in browsers, phones, and business applications to protect the people online. 
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