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 Abstract 

The study was conducted to unravel the ways through which digital identity verification offered in form 

of blockchain technology can help combat fake accounts and disinformation across social media 

platforms. The researchers relied on the survey research and elicited quantitative data from respondents. 

The purposive sampling technique was utilized to select respondents and online link to questionnaires 

shared with them to complete the survey. Findings of the study showed that users have realized the 

importance of blockchain technology and have accepted its capacity to ensure security across online 

spaces. Furthermore, the researchers found that watermarking, content hashing, smart contracts, 

distributed ledger technology, blockchain-based content management systems, public key cryptography 

consensus mechanism and data encryption are some of the essential strategies and protocols utilized by 

media organizations to bolster information reliability. Blockchain technology was also found to be 

essential in curtailing the spread of disinformation and also enhancing confidence in digital content. The 

researcher concluded that blockchain technology holds the capacity to improve the integrity of digital 

identities in contemporary digitized world. Among others, the researchers recommended that media 

organizations and other stakeholders embark on sensitization to enlighten the public about the strength of 

blockchain technology. 
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Introduction 

Social media has transformed global communication, enabling instant information exchange. It allows 

users to engage in sharing ideas and discovering new information. However, these platforms can be 

exploited by malicious users who spread disinformation and manipulate public perception. Recent 
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research indicates a shift in news consumption, with many users preferring digital-based news over 

traditional newspapers. However, the authenticity of news on social media (digital news) is a challenging 

and difficult process, unlike content from radio and television, which are subjected to critical review and 

supervision before broadcasting[1]. Identity theft and disinformation threaten social cohesion and can 

influence public opinion. Despite various security measures in place: phone number verification, two-

factor authentication, cloudfare and CAPTCHA tests, these approaches fell short in curtailing these 

challenges. Hence, blockchain technology offers a promising solution for verifying identities and 

enhancing social media security through its decentralized ledger. 

 

Blockchain, or distributed ledger technology, is seen as a revolutionary advancement in data security and 

transparency. Initially created for Bitcoin, blockchain has evolved into a versatile tool for secure 

transactions and identity verification. Integrating blockchain into identity systems signifies a shift towards 

decentralized, user-centric models. This evolution is vital for overcoming the limitations of current 

identity management systems and ensuring secure digital interactions [2]. 

Conversely, applying blockchain for digital identity verification specifically addresses issues like fake 

accounts and disinformation on social media. By providing a decentralized, tamper-proof identity 

validation mechanism, blockchain enhances online interaction reliability. These systems leverage digital 

signatures and cryptographic keys to confirm user authenticity, ensuring genuine participation online [3]. 

Additionally, they can identify malicious actors and reduce organized disinformation efforts tied to 

fraudulent accounts. 

 

Given the weaknesses of traditional identity verification, like centralized databases prone to breaches, 

there's a pressing need for secure solutions. Blockchain's decentralized, immutable record-keeping is ideal 

for improving the integrity and traceability of digital identities. It can help combat fake identities and Sybil 

attacks on social media. By confirming user identities, platforms can build trust and minimize 

disinformation. However, there's a lack of literature connecting blockchain's potential with established 

theories, which could enhance understanding of its impact on user behavior and trust in digital realms [4]. 

Brief Overview of Blockchain Technology 

Blockchain technology can be traced back to the late 1970s, when computer scientist Ralph Merkle 

secured a patent for a data structure known as "Merkle trees" or "hash trees." These Merkle trees were 

created as a cryptographic method to guarantee the integrity and efficiency of data storage in digital 

contexts, making them essential for establishing secure links between data blocks [5]. 

However, it was not until the launch of Bitcoin in 2008 that blockchain gained widespread recognition as 

a groundbreaking technology. Bitcoin, designed by Satoshi Nakamoto, utilized blockchain as its core 

framework to enable a decentralized, peer-to-peer digital currency system [6]. The success of Bitcoin 

catalyzed the broader implementation of blockchain technology across multiple industries, including 

finance, healthcare, supply chain management, and digital identity verification. The evolution of 

blockchain is often categorized into three distinct generations, each characterized by its technological 

advancements and applications [7] 

 

First Generation - Cryptocurrency Systems (2008–2013): The primary achievement of the first generation 

was the establishment of a d centralized financial ecosystem through Bitcoin. Nakamoto's original design 

employed 1 MB blocks to record and verify transactions. This foundational concept of linking blocks 

using cryptographic hashes and validating them through a consensus mechanism became the bedrock for 
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future blockchain developments. The primary focus of this generation was the creation and management 

of digital currencies 

. 

Second Generation - Smart Contracts (2013–2020): Ethereum, introduced by Buterin, Coleman & 

Wampler in 2015, expanded blockchain's capabilities beyond simple transactions by incorporating 

programmable contracts known as "smart contracts." These smart contracts facilitate the automatic 

enforcement of predefined rules and agreements, transforming blockchain into a versatile tool for various 

applications, including asset transfers, decentralized finance (DeFi), and supply chain tracking [8]. This 

generation marked the shift of blockchain from a basic transactional platform to one capable of supporting 

complex, self-executing agreements. 

 

Third Generation - Scalability and Interoperability (2020–Present): The third generation of blockchain 

technology addresses the limitations of earlier versions, including challenges related to scalability, speed, 

and cross-chain interoperability. Innovations such as sharding, side chains, and proof-of-stake consensus 

algorithms have been introduced to enhance the performance and capacity of blockchain systems. These 

advancements are paving the way for broader acceptance in fields such as digital identity management, 

intellectual property protection, and public governance [9]. 

 

The key attributes of blockchain technology – decentralization, immutability, and consensus distinguish 

it from traditional systems. Decentralization refers to the elimination of a central authority, enabling 

participants in a blockchain network to verify and record transactions through a distributed consensus 

process [10]. Immutability ensures that once a transaction is recorded in the blockchain, it cannot be 

altered, providing a tamper-proof ledger of all transactions. Consensus mechanisms, such as Proof of 

Work (PoW) and Proof of Stake (PoS), determine how transactions are verified and added to the ledger, 

ensuring the network's security and dependability [11]. 

Statement of the Problem 

Social media has evolved into a vital platform for public discourse and political debate generally, resulting 

in proliferation of fake accounts and the swift spread of disinformation, thereby presenting a serious 

challenge to the integrity of digital communication. Existing identity verification systems, which primarily 

rely on centralized databases, not only pose a risk of data breaches but also lack the ability for real-time 

validation, impeding efforts to address the systematic dissemination of disinformation [12]. On social 

media platforms, verifying the authenticity and reliability of information is an essential security imperative. 

This disorder arises from the lack of a standardized verification system. In some instances, fake news can 

appear more appealing than authentic news. The surge in fake news has particularly arisen from an 

unregulated flow of information and has become an urgent concern. Social media platforms like Facebook 

and X have crafted their own strategies to combat fake news through the adoption of machine learning 

technologies. Nevertheless, the obligation to identify fake news should not be placed entirely on a single 

organization or platform. It ought to be decentralized, with the creation of a third-party decentralized 

system that provides blockchain as a service (BaaS) to effectively address the fake news dilemma [13]. 

 

Despite advancements in digital identity frameworks, traditional methods still rely on the repetitive sharing 

of sensitive personal information, which heightens the risk of identity theft and exploitation. Thus, the 

demand for a secure, transparent, and efficient solution is becoming increasingly clear. Blockchain presents 

a compelling alternative by guaranteeing the authenticity and traceability of digital identities without the 

need for a centralized authority. By leveraging its decentralized architecture, blockchain can validate 
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identities through cryptographic methods such as digital signatures and public keys, thereby enhancing the 

trustworthiness of online interactions and reducing the likelihood of identity fraud. 

 

However, there exists a notable deficiency in the literature linking the potential of blockchain to established 

theories and frameworks beyond its technical dimensions. A significant amount of research has 

concentrated on the technological characteristics and performance assessments of blockchain, leaving an 

ambiguous space regarding its practical applications in digital identity management from a theoretical 

perspective [4,14]. [15] contends that conversations about blockchain must evolve to encompass its 

integration with behavioral theories and its influence on shaping digital ecosystems. This study aims to fill 

this void by investigating how blockchain-enabled identity solutions can tackle the issues of fake accounts 

and disinformation on social media, thereby providing a comprehensive understanding of blockchain's 

capacity to promote secure and trustworthy online interactions. 

Aim and Objectives 

The aim of this study is to explore the potential of blockchain technology in addressing the issues of fake 

accounts and disinformation on social media platforms. The study will achieve this aim through the 

following specific objectives: 

i. Examine how blockchain's decentralized and immutable nature can improve the security and 

integrity of digital identities compared to traditional centralized systems. 

ii. Evaluate the level of public awareness, acceptance, and trust in blockchain-based identity solutions 

among users.  

iii. Identify essential strategies and protocols employed by media organizations utilizing blockchain 

technology to bolster information reliability. 

iv. Assess the efficacy of these blockchain protocols in reducing the spread of disinformation and 

enhancing user confidence in digital content. 

Hypothesis 

H1: The adoption of blockchain-enabled digital identity verification significantly reduces the prevalence 

of fake accounts and disinformation on social media  

Conceptual Review of Blockchain Technology, Digital Identity and Identity Verification 

A blockchain functions as a decentralized digital ledger that records authenticated transactions, which are 

disseminated across a peer-to-peer network. Transactions are cryptographically grouped into blocks within 

a specified timeframe and subsequently appended to a permanent chain. Once these blocks are integrated 

into the chain, they cannot be modified, ensuring that the transaction chain remains publicly verifiable and 

resistant to hacking. These foster trust and transparency among blockchain participants concerning the 

transaction record, which is accessible to all involved parties [16]. Blockchain can be categorized into 

private or public, as well as permissioned or permissionless varieties. The framework of blockchain 

technology encompasses several layers, including networking, data, consensus, and control [17]. The 

network layer emphasizes the fundamental communication method known as a peer-to-peer (P2P) network, 

which serves as a distinct communication and storage architecture compared to the traditional client-server 

model. The data layer represents the essence of blockchain technology, comprising both the blocks and the 

blockchain itself. The consensus layer addresses the fault-tolerance challenges faced by distributed nodes 

through the application of consensus protocols. The control layer acts as the focal point for interaction 

among various applications and the ledger[17]. 
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Consequently, blockchain technology functions as an online infrastructure that enhances security and 

flexibility, alleviating privacy and security concerns that arise from the growing reliance on the internet 

and other emerging technologies such as cyber-physical systems, the Internet of Things (IoT), cloud 

computing, and artificial intelligence (AI) [18]. Both blockchain technology and distributed ledger 

technology built on blockchain are regarded as significant disruptive innovations, marking a transformative 

shift in the evolution of the internet, evolving it from a platform for data transmission and exchange to one 

capable of transferring value as well [19]. 

Digital identity, also known as a digital entity or identity, can be referred to as the virtual representation of 

an individual, organization, or entity, composed of multiple datapoints such as an individual's email, 

username, password, birthdate, biometric data, social media profiles, and other credentials that identify and 

authenticate an entity in the digital environment. [20] defines digital identity as the personal interaction 

between individuals and their online presence. An online presence may encompass numerous accounts, 

credentials, and rights associated with an individual. Digital identities serve to represent an individual, 

organization, device, or application utilized for approval, verification, automation, and at times, 

impersonation in real-time. This suggests that a person's or entity's existence is acknowledged through 

digital identities within various applications, systems, networks, or cloud environments. Similarly, [21] 

characterizes digital identity as a collection of data regarding an individual's presence in the digital domain. 

When the information pertaining to an individual is aggregated, it creates a digital representation that 

allows them access to various services. Digital identity can be verified through database checks, biometric 

authentication, or document verification. 

In parallel, [22] considers digital identity to be the online embodiment of a person or system, which is 

stored and overseen by computer systems. It comprises the specifics that allow the computer to identify an 

entity. The entity recognized by the computer may be another computer, a software application, an 

organization, or an individual. This identification relies heavily on features that are recognizable by 

computers, such as a person's password, the internet protocol (IP) address of another computer, or a media 

access control (MAC) address. [23] states that digital identity consists of a collection of data points that 

embody the characteristics and actions that identify an entity in the digital realm. Digital identity serves to 

authenticate applications, individuals, devices, or organizations. Consequently, this verification process is 

conducted to ensure that the evaluator is indeed the rightful possessor of the access. It is important to 

highlight that the digital identity of individuals represents their digital footprint. 

[24] defines identity verification as a means of establishing that an identity is authentic. This suggests that 

identity verification confirms the claims of an individual regarding their asserted identity. Identity 

verification utilizes personal information, such as date of birth and address, to validate that an identity is 

genuine. It fosters trust in digital transactions and protects individuals as well as businesses from cyber 

threats and impersonation. Therefore, identity verification refers to a process that corroborates an 

individual’s claimed identity by cross-referencing it with supporting documents and evidence, ensuring 

authenticity and affirming the person's true identity. This involves scrutinizing security passes, official 

records, and legal documents to verify the identity of an individual, thereby demonstrating they are who 

they claim to be. 

In a similar manner, [25] describes identity verification as the process of confirming or denying the 

authenticity of a claimed identity by comparing the records of an individual seeking access with those that 

have been previously verified and associated with the Personal Identity Verification (PIV) card. This 

indicates that effective identity verification requires prior information to be provided. [26] asserts that 
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identity verification is a validation process aimed at establishing the authenticity, reliability, and ownership 

of the personal data presented by an individual. The primary goal is to mitigate fraud-related concerns such 

as identity theft. Moreover, [27] emphasizes that identity verification is a critical procedure that ensures 

individuals are accurately recognized and that their personal information is safeguarded. Identity 

verification protects individuals and institutions from phishing, impersonation, and other types of 

fraudulent activities. It may take various forms, including biometric verification, two-factor authentication, 

document-based verification, and knowledge-based verification. The fundamental purpose of identity 

verification is to prevent fraud and foster trust among individuals and systems. 

Conceptualizing Fake Accounts, Disinformation and Social Media 

A fake account, commonly known as a dummy account or fictitious profile, is a virtual identity frequently 

established on websites, social media networks, or other digital platforms using fabricated details. [28] 

defines a fake account as a malicious account creation process wherein bots are utilized to generate 

accounts that can harm or mislead others. This represents a category of automated account fraud, in which 

cybercriminals employ bots to create imaginary accounts to perpetrate fraudulent activities. This indicates 

that the generation of fake accounts constitutes a cyberthreat, involving an attacker fabricating multiple 

false identities to exploit vulnerabilities in platforms, mislead users, and carry out harmful actions. Fake 

accounts are typically generated using automated tools capable of producing hundreds or even thousands 

of accounts swiftly, utilizing counterfeit or stolen information. 

[29] perceives fake accounts as the harmful procedure of creating accounts with fabricated or stolen 

information, often aided by bots. This suggests that the generation of fake accounts involves the use of 

misleading information about an individual, organization, or entity to deceive others. According to [30], 

creating fake accounts involves employing falsified and invalid email addresses, names, phone numbers, 

physical addresses, dates of birth, or other personal information to set up a profile on a particular platform 

or website. This implies that when information is unlawfully utilized to create an online profile, a fake 

account is established. [31] claims that fake accounts have emerged as a significant issue, as they are 

frequently used to automatically disseminate information or messages. Consequently, creators of fake 

accounts, motivated by various factors such as malicious intent and the exploitation of free resources, pose 

a considerable burden and financial risk to online users. 

Disinformation signifies the intentional dissemination of false or misleading information designed to 

mislead others. [32] characterizes disinformation as incorrect and distorted information purposely aimed 

at deceiving the recipients of such data. In this context, facts are intentionally misrepresented to create 

confusion. [33] point out that disinformation extends beyond mere deception, falsehoods, and 

indoctrination to encompass a variety of phenomena, including inaccurate reporting, manipulative rhetoric, 

and ideological manipulation. This indicates that disinformation is an intentional act. It is deliberate, 

premeditated, calculated, and strategic, aimed at spreading misleading and false information. Thus, it 

represents the intentional dissemination of incorrect information to an audience eager for knowledge. The 

objective of disinformation is to influence individuals' opinions. In disinformation, the truth is completely 

absent. What is conveyed in reports consists of facts that are fabricated, manipulated, and distorted. 

[34] passionately asserts that disinformation refers to the deliberate dissemination of false information 

aimed at causing harm. This indicates that disinformation is a recognized act, imbued with a clear malicious 

intent. In this context, the propagation of misleading information is intentionally orchestrated by the 

originator of such messages. [34] elaborates that disinformation encompasses a wide array of distinct 

phenomena, including rumors, hate speech, conspiracy theories, electoral meddling, state-sponsored 

propaganda, and medical misinformation. It is noteworthy that disinformation is rife with biased claims 
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designed specifically to mislead. Similarly, [33] highlights that the digital information landscape is 

characterized by a variety of fictitious and flawed content that can endanger individuals and disrupt societal 

order. 

Social media can be defined as the medium through which individuals engage with one another, enabling 

them to create, post, share, comment, react, or interact within digital spaces and networks. These platforms 

include X, WhatsApp, Facebook, Instagram, YouTube, LinkedIn, TikTok, Snapchat, Pinterest, Reddit, 

among others. [35] describes social media as an array of technologies that facilitate the sharing of 

information and ideas among users. This means that social media aids in the exchange of emotions, 

opinions, ideas, and thoughts. Information circulated on these platforms can take the form of infographics, 

text, visuals, graphs, chats, and various other multimedia formats disseminated through digital networks. 

[36] assert that social media integrates multimedia elements in its content. Moreover, social media enables 

journalists, content creators, and media organizations to maintain engagement with their audiences by 

sharing images, text, video, as well as 2D and 3D content. 

According to [37], social media has evolved into a crucial facilitator of connectivity and information 

sharing, leveraging the increasing adoption and utility of mediated communication. This signifies that 

social media connects individuals and fosters the exchange of ideas and thoughts across its various 

platforms. Furthermore, the real-time aspect of social media allows messages to be dispatched and received 

instantaneously. [33] note that the interactive nature of social media has profoundly transformed it from a 

conventional means of social engagement into a potent tool for shaping social interactions, public opinion, 

and socio-cultural behaviors. This suggests that social media plays a significant role in influencing public 

opinion and perceptions. Consequently, social media enables users to engage with content through likes, 

shares, comments, and discussions. 

Opinion Review 

How Blockchain Technology Improves Digital Identity Verification. 

Blockchain technology presents distinct attributes that significantly enhance digital identity verification, 

focusing on infrastructural characteristics such as reliability, transparency, immutability, and anonymity, 

rather than more disruptive elements like disintermediation and decentralization [38-40]. 

Transparency in blockchain technology ensures that while transactions are publicly recorded, only 

pseudonymous identifiers are displayed, protecting users’ real identities. This level of transparency also 

supports traceability and boosts confidence in data authenticity, enhancing the overall reliability of digital 

interactions on platforms that integrate blockchain for identity management. Additionally, blockchain’s 

immutability means that once data is entered, it cannot be altered, ensuring records are tamper-proof and 

can be securely verified across the network. This is particularly beneficial for handling sensitive 

information, such as financial or legal records, where data integrity is crucial. 

Other core blockchain features such as anonymity, disintermediation, and decentralization enhance the 

security of digital identity verification. Anonymity is preserved through decentralized transaction 

addresses, safeguarding personal information and facilitating global identity verification without central 

oversight. This trustless framework upholds privacy while promoting worldwide accessibility. 

Disintermediation minimizes intermediary involvement in transactions, resulting in more direct, cost-

effective, and transparent exchanges. Ultimately, decentralization empowers users to independently verify 

identities, supported by smart contracts that automate agreements and payments based on predetermined 
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criteria. Collectively, these attributes render blockchain an efficacious mechanism for secure, transparent, 

and reliable digital identity verification. 

Combating Fake Accounts and Disinformation with Blockchain-Enabled Verification 

Social media platforms can integrate blockchain-based identity verification systems to mitigate the 

proliferation of fake accounts across digital platforms. By requiring social media users to authenticate their 

identities via a blockchain system, technology firms can ensure the integrity of each account by linking 

them to verifiable entities with initially submitted credentials. This validation process can significantly 

curtail the presence of impersonated accounts on social media that disseminate disinformation and harmful 

messages, potentially undermining peace and democracy. 

Moreover, implementing blockchain verification methods allows social media platforms like X and 

Facebook to substantially reduce disinformation by confirming that users represent genuine entities rather 

than impersonated accounts or bots. Upon successful blockchain verification, authenticated users receive 

an emblem or proof of reliability visible to others. Such verification on platforms plagued by fake accounts 

and cybercriminal activities alleviates concerns and fosters trust in engaging in digital transactions, 

including business, trading, learning, or social networking. Consequently, when information providers like 

journalists, opinion leaders, and social media influencers authenticate their identities via blockchain 

systems, it enhances the credibility of their posts, enabling users to engage more comfortably with such 

content. This verification process markedly diminishes the spread of false reports by fraudulent opinion 

leaders utilizing impersonated accounts for manipulation. 

In addition to curbing fake accounts in the digital realm, blockchain serves as a catalyst for validating the 

credibility of news and information sources. Blockchain can establish an authentic network of reliable 

information providers, necessitating that media organizations, journalists, influencers, and bloggers verify 

their identities on the blockchain before being authorized to publish and share content on websites or social 

media. Thus, this framework introduces an additional layer of authenticity that aids users in distinguishing 

between credible news and misleading information. 

Key Components of Decentralized Identity Systems 

The core components of decentralized identity systems – Decentralized Identifiers (DIDs), Verifiable 

Credentials (VCs), Identity Hubs, and Universal Resolvers – work in synergy to establish secure, private, 

and user-controlled digital identities. These components support a robust framework where individuals can 

manage their own identities without relying on centralized authorities, ensuring greater security and 

autonomy in digital interactions.  

Decentralized Identifiers (DIDs), enable self-sovereign, verifiable identities, allowing individuals to 

control their digital identities independently of centralized entities [41]. DIDs are cryptographically 

fortified with public-private key pairs, giving users the power to authenticate their identity and share 

information securely without third-party interference. Each DID is supported by a DID document on a 

blockchain, detailing its specifications and expanding its use across multiple platforms [42]. To further 

enhance security, Public Key Infrastructure (PKI) is integral to DIDs, pairing each DID with a public and 

private key. Public keys are shared openly, while private keys are securely held by users, allowing only the 

DID owner to validate transactions, thereby upholding data integrity throughout the identity verification 

process. 
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Verifiable Credentials (VCs) provide another essential layer to decentralize identity systems by offering 

cryptographically verified, trusted claims, like certificates or identity documents, issued by credible entities 

such as employers or governments. VCs, stored on distributed ledgers and linked to public DIDs, reveal 

only necessary information while preserving user privacy. By verifying these credentials through the 

issuer’s public key, VCs bolster the reliability of digital identity systems, making them resilient against 

tampering and particularly suitable for verifying identities on social media platforms [43]. Identity Hubs 

further empower users by acting as secure storage systems that interact with DIDs to manage personal data. 

Users control their data within these hubs, enabling secure sharing with third-party services while retaining 

data ownership, which also allows interoperability across various platforms and applications. 

Moreso, Universal Resolvers facilitate the seamless functionality of decentralized identity systems by 

resolving DIDs across different networks. These tools, often taking the form of digital wallets, manage 

private keys and VCs, supporting secure identity verification across diverse platforms. Universal Resolvers 

are critical to the implementation of decentralized identity management systems, giving users full control 

over their digital identities across applications while promoting interoperability[43]. Together, these 

components provide a comprehensive solution for secure, interoperable, and user-governed digital identity 

systems, reinforcing trust in digital interactions and addressing key challenges in identity verification on 

social media. 

Applications of Blockchain Digital Identity in Combating Fake Accounts and Disinformation on 

Social Media 

The incorporation of blockchain technology into the realm of digital identity verification presents an 

extraordinarily promising opportunity for social media platforms, as it offers a systematic and effective 

approach to combat the pervasive issues of counterfeit accounts and the dissemination of disinformation. 

By implementing robust mechanisms to authenticate user identities, blockchain systems not only promote 

a significant degree of transparency and trust among users but also play a crucial role in diminishing the 

rampant spread of disinformation that often plagues online interactions. Existing literature underscores a 

growing enthusiasm for leveraging the tamper-resistant characteristics inherent in blockchain technology 

to verify social media accounts, thereby addressing the critical challenges posed by fake news. For 

example, research conducted by [44] introduces an innovative architectural framework that combines 

Software Defined Vehicular Networks with blockchain to facilitate data verification and bolster privacy 

across various social platforms, while [45] delve into the application of machine learning methodologies 

aimed at identifying and eliminating fraudulent accounts through blockchain-based verification processes, 

highlighting its significant effectiveness in mitigating disinformation.  

Similarly, investigations into early detection mechanisms for disinformation, as exemplified by the works 

of [46], illustrate the increasingly critical importance of anomaly detection techniques within the broader 

contexts of network security, public health, and disaster response scenarios. These advanced systems 

meticulously evaluate user account behaviors over extended periods to identify and flag suspicious activity 

patterns, thereby demonstrating blockchain’s remarkable capability to meticulously track and verify user 

interactions within social media environments. Additionally, [47] conducted a comprehensive examination 

of user-centric data collection strategies, aiming to gather nuanced insights regarding account activity 

trends and the ramifications of disinformation, which revealed that blockchain-supported tracking 

methodologies significantly enhance the detection of fraudulent accounts, effectively alleviating the 

influence exerted by malicious actors. 
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The vast potential for blockchain-enabled identity verification is not confined solely to individual user 

accounts but also extends to sophisticated federated identity management systems. As articulated by [3], 

users are afforded the ability to manage their digital identities across a multitude of social platforms, 

thereby fostering a high degree of interoperability between diverse service providers while simultaneously 

safeguarding user privacy in an increasingly interconnected digital landscape. This functionality is 

particularly beneficial as it supports the implementation of single-sign-on (SSO) services across trusted 

domains, with blockchain technology facilitating seamless identity verification processes and ensuring the 

portability of user profiles across various online service providers. 

Decentralized identity systems, underpinned by blockchain technology, present a revolutionary paradigm 

shift in the management of digital identities, empowering individuals with self-sovereignty, enhanced 

security, and seamless interoperability. Essential components such as Decentralized Identifiers (DIDs), 

Verifiable Credentials (VCs), and Identity Hubs collectively contribute to the establishment of robust 

identity verification frameworks, which serve to protect users and guarantee their accurate representation 

on social media platforms. As an increasing number of social media platforms begin to adopt blockchain 

technology for the purpose of digital identity verification, the field is poised to hold substantial promise in 

its efforts to combat disinformation and nurture a more secure, user-controlled online ecosystem. 

Blockchain Challenges and the Criteria for Assessing its Solutions 

Despite the potential benefits, several challenges hinder the widespread adoption of blockchain-based 

digital identities: 

1. Technological hurdles: Are blockchain interoperability, security and privacy, quantum resilience, 

artificial intelligence, lack of governance, standards, and regulations [39]. The most prominent concerns 

for practitioners relate to maturity and scalability[38].  Other blockchain technology-related issues are 

efficiency, energy consumption, and transaction cost. Efficiency and energy consumption are related as the 

“proof-of-work” model currently consumes inordinate amounts of electricity, and consequently affects the 

transaction cost. These issues are of a technical nature and reflect the growth of diverse applications from 

the basic blockchain technology [48].   

2. Regulatory challenges: Legal frameworks must adapt to accommodate decentralized identity 

systems. Thus, the criteria to be considered when deciding if a blockchain solution is feasible are: usability, 

functionality, performance, platform support, security, privacy, network topology, modularity, 

interoperability, and cost [49]. Consideration of these criteria results in the possible conclusions of 

‘traditional ledger database blockchain not needed’, or ‘public permissionless blockchain platform needed’, 

‘public permissioned blockchain needed’, ‘private permissionless blockchain platform needed’, or ‘private 

permissioned blockchain platform needed’[50].   

Theoretical Framework 

The Technology Acceptance Model (TAM) is the theory upon which this study is anchored. The 

Technology Acceptance Model (TAM) is a theoretical framework that aims to understand and predict an 

individual’s acceptance and use of technology. It was first proposed by [51] and has since become one of 

the most widely studied models in the field of information systems. The core elements of the Technology 

Acceptance Model are:  

Perceived Usefulness (PU): This refers to the degree to which a person believes that using a particular 

technology will enhance their job performance or facilitate achieving specific goals. Perceived usefulness 
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is influenced by factors such as the perceived impact of the technology on productivity, efficiency, and 

effectiveness. Perceived Ease of Use (PEOU): This refers to the degree to which a person believes that 

using a particular technology will be free from effort. It encompasses aspects such as the ease of learning, 

ease of navigation, and simplicity of interface design. Perceived ease of use directly affects the intention 

to use a technology. Since the respondents are students who are majorly young people, it is believed that 

young people have positive attitudes towards technology. Therefore, Technology Acceptance Model is 

relevant to this study's positive attitudes of users and media house towards acceptance and adoption of 

blockchain in combating fake accounts and disinformation on social media. 

Method 

The study employed quantitative survey to investigate user perceptions and acceptance of blockchain-

enabled digital identity solutions. The study concentrated on social media users and media organizations, 

employing a purposive sampling method to choose participants with experience in digital identity 

management and blockchain. The Google Form indicates the total number of respondents and the 

percentage of questionnaires completed. A total of 208 completed e-copies of questionnaires were deemed 

appropriate for analysis. Table 1 details the scale items used in this study.  The questionnaire form consisted 

of two main sections. The first section requested the respondents to provide their demographic information 

(see Table 1). The second section consisted of 21 measurement items to measure the various constructs in 

the research objectives. Items were rated on a 5-point Likert scale from 1 (strongly disagree) to 5 (strongly 

agree), with a higher score indicating a higher level of the variable. The collected data was coded into SPSS 

26, for data screening, statistical analysis and correlations while the hypothesis was analyzed using 

regression analysis.   

Data Presentation and Analysis 

The study conducted descriptive statistics and correlation analysis on all studied variables. Table 2-5 

presents the means and standard deviations of the variables along with the correlations between them. The 

research findings provide comprehensive insights on verified views about how adoption of blockchain-

enabled digital identity verification significantly reduces the prevalence of fake accounts and 

disinformation on social media.  

Table 1: Respondents’ demographic information 

Variables Category Frequency Percentage 

Gender Male 147 70.9 

Female 61 29.1 

Age 18–30 years 126 60.5 

31–45 years 71 34.2 

Above 45 years 11 5.3 

FSLC 20 9.5 
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Educational 

qualification 

BSc/HND  139 67.2 

MSc & Above 49 23.3 

Source: Field Survey, 2024 

Table 2: Examine how blockchain's decentralized and immutable nature 

can improve the security and integrity of digital identities compared to 

traditional centralized systems 

Statements  SA  A  D  SD  Mean  Stand 

Dev  

I believe that blockchain's 

decentralized nature offers more 

security for digital identity verification 

compared to traditional centralized 

systems. 

78 

(37.5%) 

61 

(29.2%)  

43 

(20.8%)  

26 

(12.5%) 

3.73  1.36  

I feel that verified digital identities are 

important in reducing disinformation 

on social media 

84 

(40.3%)  

62 

(29.7%)  

38 

(18.3%)  

24 

(11.7%)  

3.67  1.31  

I believe blockchain technology can 

provide better privacy protection for 

my personal data compared to current 

systems  

132 

(63.5%)  

57 

(27.3%)  

19 

(9.2%)  

 

0.00  

4.21  0.85  

Source: Field Survey, 2024 

Table 2 indicates that a majority of respondents perceive blockchain's decentralized nature as offering 

enhanced security for digital identity verification over traditional systems. Moreover, a significant number 

agree that verified digital identities play a crucial role in mitigating disinformation on social media. 

Furthermore, a substantial portion believes that blockchain technology can improve personal data privacy, 

thereby reducing fake accounts and misinformation. 

Table 3: Evaluate the level of public awareness, acceptance, and trust in 

blockchain-based identity solutions among users 

Statements  SA  A  D  SD  Mean  Stand 

Dev.  

I am aware that blockchain technology 

is being used for digital identity 

verification  

105 

(50.3%)  

78 

(37.8%)  

25 

(11.9%)  

 

-  

3.23  1.34  
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I feel familiar with the concept of 

blockchain technology. 

96 

(46.2%)  

48 

(22.9%)  

44 

(21.2%)  

20 

(9.7%)  

3.60  1.16  

I trust blockchain technology for 

securing my digital identity compared 

to current methods. 

103 

(49.5%)  

73 

(35.2%)  

2 

(15.3%)  

 

-  

4.13  1.00  

I would feel safer using social media 

platforms if they adopted blockchain-

based identity verification for all users. 

82 

(39.5%)  

91 

(43.7%)  

31 

(14.9%)  

4 

(1.9%)  

4.13  0.98  

Source: Field Survey, 2024 

Table 3 reveals that many respondents recognize the application of blockchain technology in digital identity 

verification, highlighting the necessity for sufficient funding to convey its advantages. Additionally, a 

notable percentage identifies the lack of technical expertise as a considerable obstacle to promoting 

blockchain-based identity solutions, emphasizing the need for increased technical knowledge among media 

organizations and users. Furthermore, respondents express concern that inadequate governmental policy 

frameworks may impede the promotion of blockchain identity verification systems, underscoring the 

significance of supportive policies for user adoption and awareness. Consequently, a majority believes that 

implementing blockchain-based identity verification could enhance safety on social media platforms. 

Table 4: Identify essential strategies and protocols employed by media 

organizations utilizing blockchain technology to bolster information 

reliability 

Statements  SA  A  D  SD  Mean  Stand 

Dev.  

Digital watermarking is an effective 

strategy for enhancing information 

reliability 

134 

(64.5%)  

48 

(22.9%)  

26 

(12.6%)  

 

-  

4.48  0.85  

Content hashing helps improve the 

reliability of information  

156 

(75.0%)  

41 

(19.5%)  

 

-  

11 

(5.5%)  

4.48  1.11  

Smart contracts contribute to ensuring 

reliable information  

121 

(57.8%)  

53 

(25.7%)  

34 

(16.5%)  

 

- 

4.15  1.13  

Distributed ledger technology enhances 

the reliability of information in media 

organizations. 

113 

(54.3%)  

61 

(29.5%)  

21 

(10.2%)  

13 

(6.0%)  

4.00  1.22  
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Blockchain-based content management 

systems support reliable information 

sharing 

137 

(65.8%)  

47 

(22.9%)  

24 

(11.3%)  

 

-  

4.48  0.85  

Public key cryptography is an effective 

protocol for securing reliable 

information  

120 

(57.9%)  

68 

(32.5%)  

20 

(9.6%)  

 

-  

4.48  1.11  

Consensus mechanisms contribute to 

the reliability of information 

109 

(52.8%)  

64 

(30.6%)  

26 

(12.5%)  

8.5 

(4.1%)  

4.15  1.13  

Data encryption enhances the reliability 

of information 

124 

(59.8%)  

62 

(29.7%)  

22 

(10.5%)  

 

-  

4.00  1.22  

Source: Field Survey, 2024 

Table 4 demonstrates that most respondents strongly agree that watermarking is an effective measure to 

curb disinformation on social media, reflecting a favorable view of blockchain technology's role in 

bolstering online information credibility. Additionally, a significant majority concurs that the application 

of blockchain protocols, like content hashing and digital watermarking, fosters user confidence in digital 

content reliability, suggesting that awareness of these technological safeguards increases trust in online 

information. 

Table 5: Assess the efficacy of these blockchain protocols in reducing the 

spread of disinformation and enhancing user confidence in digital content 

Statements  SA  A  D  SD  Mean  Stand 

Dev.  

I frequently encounter fake accounts 

or disinformation on social media 

platforms. 

103 

(49.7%)  

99 

(47.5%)  

 

- 

6 

(2.8%)  

4.21  0.87  

I think current identity verification 

methods on social media are effective 

in preventing fake accounts. 

77 

(37.2%)  

72 

(34.4%)  

59 

(28.4%)  

 

-  

4.08  0.92  

I feel that verified digital identities are 

important in reducing disinformation 

on social media. 

100 

(48.2%)  

86 

(41.1%)  

22 

(10.7%)  

 

- 

4.08  0.85  

I think blockchain-based identity 

verification could be effective in 

reducing the spread of fake news on 

social media. 

71 

(34.3%)   

108 

(51.6%)   

29 

(14.1%)   

 

-  

3.96  1.01  
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I see increased security as a primary 

benefit of using blockchain for digital 

identity verification on social media 

115 

(55.3%)   

84 

(40.2%)  

  

9 

(4.5%)   

 

- 

3.98  1.00  

I view user privacy concerns as a 

significant challenge in implementing 

blockchain-based identity verification 

on social media. 

65 

(31.4%)  

90 

(43.7%)  

32 

(14.8%)  

21 

(10.1%)  

3.92  1.03  

Source: Field Survey, 2024 

Table 5 reveals that a substantial portion of participants acknowledge the prevalence of fake accounts and 

misinformation on social media. Many agree on the effectiveness of current identity verification methods 

in limiting fake accounts. There is also significant support for the role of digital identities in combating 

disinformation, with over half of respondents recognizing that identity verification could curb fake news. 

The majority view enhanced security as a major benefit of using blockchain for digital identity verification, 

and a notable portion believes that consensus mechanisms bolster information reliability, highlighting the 

value of technological safeguards in fostering trust online. 

Table 6: Model Summary 

Mo del  R  R Square  Adjusted R Square  Std. Error of the Estimate  

1  .649a  .421  .363  2.46011  

 

a. Predictors: (Constant), Blockchain-enabled Digital Identity Verification 

Table 7: ANOVA  

Model  Sum of 

Squares  

df  Mean Square  F  Sig.  

1  

Regression  

Residual  

Total  

244.011  1 244.01  64.448  .000b  

560.355  148  3.786      

804.367  149        

 

a. Dependent Variable: Prevalence of fake accounts and disinformation on social media 

b. Predictors: (Constant) Adoption of blockchain-enabled digital identity verification 

Table 8: Coefficients 
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 Unstandardized 

Coefficients  

Standardize 

d  

Coefficients  

t  Sig.  

B  Std. Error  Beta  

(Constant)  9.473  2.342   7.093 .000  

Adoption of blockchain-enabled digital 

identity verification  

.661  .104  .471  3.618 .000  

 

a. Dependent Variable: Sustainable Urban Development  

Discussion of Findings 

This research examines the effect of blockchain-based digital identity verification in the fight against fake 

accounts and misinformation on social media. The results indicate that the decentralized and unchangeable 

characteristics of blockchain greatly enhance the security and authenticity of digital identities when 

compared to conventional centralized systems (X = 3.39, SD = 1.73). This highlights the critical role of 

decentralized identity management in mitigating the risks of identity theft and data breaches. Additionally, 

the research uncovered a strong level of public awareness, acceptance, and trust in blockchain-driven 

identity solutions among users (X = 4.18, SD = 2.81). This suggests that users are progressively 

acknowledging the capacity of blockchain technology to bolster their online security and promote trust in 

digital engagements. 

The study also pinpointed vital strategies and protocols adopted by media organizations that leverage 

blockchain technology to enhance information reliability (X = 3.61, SD = 1.71). These strategies are 

essential in tackling the issues presented by fake accounts and misinformation on social media platforms. 

The effectiveness of these blockchain protocols in curbing the spread of misinformation and boosting user 

confidence in digital content was further validated by a mean score of (X = 3.91, SD = 1.86), indicating 

that users feel increasingly secure and assured when interacting with blockchain-supported systems. 

The outcomes of the hypothesis testing indicated that the implementation of blockchain-enabled digital 

identity verification had a significant effect on the prevalence of fake accounts and misinformation on 

social media, accounting for around 42.1% of the observed variance. This result is consistent with [52], 

who outlined how blockchain's decentralized structure decreases the likelihood of identity theft and data 

breaches, making it more difficult for malicious entities to alter identity records and thus lowering the 

occurrence of fake accounts. This transition diminishes dependence on centralized authorities, emphasizing 

the significance of decentralized identity management in establishing a more secure digital identity 

framework. 

Conclusion 

The results of this research present strong evidence that the use of blockchain-based digital identity 

verification significantly contributes to the fight against fake accounts and misinformation on social media 

platforms. The regression analysis indicated that blockchain technology explains approximately 42.1% of 
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the variance in the occurrence of fake accounts and misinformation, highlighting its potential as a powerful 

solution for improving the integrity of digital identities. The positive correlation discovered between 

blockchain-based identity verification and the decrease of misinformation stresses the critical role of 

decentralized and immutable systems in building trust among users. By alleviating the risks associated with 

identity fraud and refining the verification processes, blockchain technology can effectively reduce the 

spread of misleading information while boosting user confidence in the content they encounter online. 

Moreover, the study emphasizes that media organizations utilizing blockchain protocols such as content 

hashing, digital watermarking, and smart contracts can significantly improve the reliability of information 

shared through digital channels. These strategies not only tackle the issues brought about by fake accounts 

and misinformation but also bolster user confidence in digital content. Consequently, the integration of 

blockchain technology in digital identity verification can be crucial in fostering a more trustworthy online 

environment. 

Recommendations 

The findings of the study proffered some recommendations to enhance the effectiveness of blockchain-

based digital identity verification in addressing fake accounts and misinformation on social media: 

i. Awareness campaigns must be intensified by all stakeholders. Consequently, media organizations and 

stakeholders should initiate extensive awareness campaigns to inform the public about the advantages and 

functionalities of blockchain technology in digital identity verification. Increased awareness can nurture 

greater acceptance and trust among users.  

ii. There should be collaboration with tech developers. As such, media organizations ought to partner with 

technology developers to design user-friendly blockchain solutions for digital identity verification. 

Streamlining the user experience can motivate more individuals to embrace these technologies. Policy 

Development: Governments should formulate and enforce policies that encourage the adoption of 

blockchain technology for identity verification on social media platforms. These policies could encompass 

guidelines for data privacy, security measures, and the obligations of platforms in addressing fake accounts 

and misinformation. 

iii. Partnerships for implementation should also be leveraged as one of the ways forward. Stakeholders, 

including social media platforms and regulatory bodies, should establish partnerships to effectively 

implement blockchain-based identity verification systems. Collaboration can aid in overcoming 

implementation barriers and foster standardized practices.  
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