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Abstract

The advent of rapid digital technology has opened doors to a new domain for criminal activities, commonly termed as computer
crimes. Stringent penalties have been instituted by various countries and institutions to combat these offenses executed through
computers or networks. Central to investigating these crimes is digital evidence, pivotal in the realm of digital forensics. The
digital forensics process comprises five critical phases: acquisition, preservation, analysis, reconstruction, and presentation. Its
core aim is to locate and present digital evidence in court, aiding in determining the culpability of individuals involved in
computer crimes. This discipline encompasses specialized fields such as data recovery, conversion, erasure, file identification,
encryption, decryption, and IP address tracing to apprehend culprits. This paper conducts a thorough examination of the digital
forensics stages using sample cases that elucidate five distinct computer crimes. It delves into evidence origins, collection
methods, and preservation techniques utilized in the investigation. Once this meticulous process is completed, the digital
forensics team compiles documented findings for presentation in a court of law.

Keywords: Computer crime; Cybercrime; Digital evidence; Digital forensics.

1. Introduction

A. Definition of Computer Crime and Digital Evidence

Computer Crime, also referred to as cybercrime, involves individuals with a profound understanding of
computer systems who seek to exploit technology for their personal gain, engaging in malicious activities
with the aim of victimizing users in the online realm (Hope, 2023; Alferidah & Zaman, 2020, Almrezeq at
el., 2021). In recent times, the evolution of Information and Communications Technology (ICT) has made
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electronic devices an indispensable aspect of our daily lives. These devices have ushered in numerous
advantages for humanity, prompting substantial investments. However, some individuals, known as
cybercriminals, have exploited technological progress, giving rise to new forms of digital-era crimes. The
enhanced accessibility of ICT and the internet has made cybercriminals more proactive, leading to a surge
in computer crimes (Shalaginov et al., 2017; Annadurai et al., 2022).

The examination of these computer crimes falls under the domain of digital forensics. In the field of digital
forensics, electronic data serves as the basis for evidence, commonly referred to as digital evidence.
Investigators can build cases against cybercriminals by tracing their digital footprints through meticulous
audit trials. Moreover, it is of paramount importance to assess the reliability and authenticity of digital
evidence to ensure its admissibility in a court of law, as digital evidence is susceptible to manipulation.
Consequently, it is imperative to employ appropriate authentication methods to ascertain the trustworthiness
and legitimacy of digital evidence (Abiodun, 2018; Chaurasiya et al., 2023).

B. Cybersecurity Law and Confidentiality Integrity and Availability (CIA)

Cybersecurity law refers to a set of legal regulations and measures designed to protect information
technology systems and users from various threats and risks in the digital realm (Allahrakha, 2023). It aims
to ensure the security and privacy of digital data and the safety of individuals and organizations online. The
primary objective of cybersecurity laws is to compel companies and organizations to strengthen their
cybersecurity measures, policies, and practices (Bongiovanni et al., 2022; Elijah et al., 2019). These laws
are put in place to mitigate the growing cyber threats and vulnerabilities that exist in the online environment.
Many countries around the world have enacted cybersecurity laws to safeguard the interests of their citizens,
businesses, and governments in the digital space (Mishra et al., 2022). These laws may vary in scope and
specific requirements, but they generally share the common goal of enhancing cybersecurity.

Confidentiality, Integrity, and Availability (CIA), these are the three core principles of information security,
often referred to as the CIA triad (Chitadze, 2023, Gaur et la., 2022, Gaur et al., 2021, Gouda et al., 2022).
They are fundamental concepts that guide the design and implementation of cybersecurity measures and
policies. This principle is focused on ensuring that sensitive and private information is kept secret and only
accessible to authorized individuals or systems. It aims to prevent unauthorized access, disclosure, or
exposure of sensitive data. Measures to achieve confidentiality include encryption, access controls, and data
classification. Integrity ensures that data remains accurate and reliable (M. Ali et al., 2023, Hamid et al.,
2019). It involves protecting data from being altered or tampered with by unauthorized parties. Data
integrity measures can include checksums, digital signatures, and version control to detect and prevent
unauthorized changes (Shukla et al., 2022; Humayun et al., 2020). Availability ensures that information and
IT systems are accessible and operational when needed. This means that users should have timely access to
data and services without interruption (Nasiri et al., 2019, Humayun et al., 2020a, Hussain et al., 2019,
Nanglia at el., 2022, Nawaz at el., 2021). Availability is maintained through redundancy, disaster recovery
plans, and measures to prevent and mitigate service disruptions. In the context of cybersecurity law, these
principles are often mandated by legal regulations. For example, laws may require organizations to protect
the confidentiality of customer data, maintain the integrity of financial records, and ensure the availability
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of critical services. Compliance with these principles is essential not only for legal reasons but also for
maintaining trust and security in the digital environment. Cybersecurity professionals and organizations
work to balance these three principles, considering the specific needs and risks associated with their systems
and data.

C. Importance of Protecting CIA

Cybersecurity is fundamentally rooted in the principle of the CIA, making it of paramount importance in
the realm of cybersecurity. According to the International Organization for Standardization/International
Electrotechnical Commission (ISO/IEC), the core essence of cybersecurity revolves around upholding the
principles of confidentiality, integrity, and availability (Ian Cornelius, 2020). It is imperative for every
organization to prioritize the protection of these facets of information.

Several methods are employed to achieve the critical CIA principle. These methods encompass the
implementation of various security controls, the enforcement of appropriate guidelines, policies, and
standards, and the initiation of training programs. To attain cybersecurity objectives, numerous
organizations, including the National Institute of Standards and Technology (NIST), the International
Organization for Standardization/International Electrotechnical Commission (ISO/IEC), and the Internet
Engineering Task Force (IETF), have instituted cybersecurity programs. These frameworks share the
primary goal of preserving the CIA triad.

Effectively addressing cybersecurity is a complex endeavor, underscoring the necessity for organizations
to implement robust cybersecurity guidelines and frameworks to counter the escalating malicious threats
(Grispos, 2019; Humayun et al., 2021).

D. Scope of the discission

The scope of this paper encompasses an in-depth exploration of cybercrime and digital evidence, with a
primary focus on various facets of cybercrimes such as cyberbullying, data theft, ransomware, phishing,
and identity theft. In the introductory section, we establish the definitions of computer crime and digital
evidence, highlighting the significance of cybersecurity laws and the principles of Confidentiality, Integrity,
and Availability (CIA) in safeguarding digital information. Emphasizing the importance of protecting CIA,
we set the stage for a comprehensive investigation into these critical aspects of cybercrime. Each subsequent
section delves into a specific cybercrime category, providing a detailed examination of sample cases within
the respective domain. For each case, we explore the sources of evidence, how evidence is collected, and
the crucial measures taken to ensure the protection of this evidence. By addressing these different types of
cybercrimes and their associated digital evidence, this paper aims to shed light on the methods, challenges,
and best practices in investigating and combating cybercriminal activities. Through a holistic analysis of
these cases and evidence management, we contribute to a better understanding of the complexities and
nuances within the realm of cybercrime, ultimately advancing our knowledge and strategies for addressing
this ever-evolving threat. In the conclusion, we synthesize the key findings and insights derived from the
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various sections, offering a cohesive summary of the investigative processes, and highlighting the
overarching significance of protecting Confidentiality, Integrity, and Availability in our digital landscape.
This paper serves as a valuable resource for legal professionals, law enforcement, cybersecurity experts,
and anyone interested in comprehending the intricacies of cybercrime and digital evidence.

2. Cyberbullying (Computer Crime #1)

Cyberbullying, often referred to as the use of information technology tools to threaten, harass, victimize, or
bully individuals or groups, is a significant issue in the digital age (Martellozzo & Jane, 2017; Jayakumar
et al., 2021). It is formally defined as "the use of information and communication technologies (ICT) to
enable deliberate, recurrent, and abusive behavior by an individual or a group with the intent to harm
others." Examples of cyberbullying include sending or uploading obscene content or employing modern
technology to inflict gratuitous cruelty on victims. The widespread availability of the internet and internet-
accessible devices has resulted in a substantial increase in online communication (Lee et al., 2023; Khan et
al., 2022). Consequently, the number of reported cases of cyberbullying is on the rise. The growing number
of young people and teenagers using the internet makes them particularly vulnerable to cyberbullying, as
they may lack the ability to distinguish between right and wrong behavior, making it challenging for them
to recognize if they are being victimized (Zainudin et al., 2016; Khan et al., 2022a).

Cyberbullying encompasses various specific activities, including flaming, denigration, harassment,
flooding, masquerade, trolling, and cyberstalking (Yi & Zubiaga, 2023; Kumar et al., 2022, Kumar et al.,
2015;). In the context of this computer crime, we will discuss the specifics of cyberstalking, as it is closely
related to the sample case discussed in the following section.

Cyberstalking, in essence, involves the use of the internet and internet-accessible devices by criminals or
stalkers to pursue and harass someone online (MiSev et al., 2023; Ponnusamy et al., 2020). Online
harassment and abuse are also associated with cyberstalking. Cyberstalks employ multiple methods, such
as following a person, sending harassing messages or phone calls, tracking victims on social media
platforms, and various other means to make the targeted individual feel threatened or unsafe (Steinmetz,
2019; Prabakar et al., 2023). The key factor enabling cybercriminals to engage in cyberstalking is the
anonymity the internet provides, allowing them to conceal their identity while stalking their victims
(Keswani, 2017; Priyadarshini et al., 2021).

A. Sample Case

The tragic case of Brandy Vela underscores the severe consequences of cyberbullying and online
harassment. Vela took her own life on November 29, 2016, by inflicting a self-inflicted wound to her chest.
The blame for this tragedy was directed at cyberbullies and abusers who impersonated Vela on Facebook
and dating sites. These malicious individuals created fake profiles on social media platforms, including
Facebook, where they published intimate pictures and her mobile number. Following this, Vela's mobile
phone was inundated with abusive calls and text messages. The torment did not cease even after Vela's
death, as threatening pictures were posted on her Facebook tribute page with the intent of harassing her
(Cbsnews.com, 2017; Hassan, 2016).
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In response to this tragic incident, law enforcement acted. Two suspects in the case, Andres Arturo
Villagomez (A.A.V), aged 21, and Karinthya Sanchez Romero (K.S.R), aged 22, both from Galveston,
Texas, were arrested on March 16, 2017. According to the police report, Villagomez and Romero were
dating at the time of their arrest. Investigators, after examining data on Brandy Vela's mobile phone and
social media accounts, obtained search warrants for the suspected individuals. The suspects' electronic
devices were seized in compliance with guidelines outlined in "Electronic Crime Scene Investigation: A
Guide for First Responders." Subsequent investigative procedures adhered to the guidelines set by the
National Institute of Justice (NIJ) and the Technical Working Group for the Examination of Digital
Evidence (TWGEDE).

Priority = Suspect Connection Charge

1 Karinthya Sanchez Romero Villagomez's girlfriend -Stalking
-Online impersonation

2 Andres Arturo Villagomez Vela's Ex-boyfriend Unlawful disclosure or
promotion of intimate
visual material

Figure 1: Sample case

The following sections will discuss possible sources of evidence in such cyberbullying crimes, explain how
to collect evidence from these sources, and detail methods to protect the gathered evidence.

B. Source of Evidence

In cases of cyberbullying, primary data sources often revolve around electronically stored data on image
files, which can be acquired from seized computer storage devices such as hard disk drives. The
electronically stored data may encompass a variety of elements, including deleted or undeleted files,
browser cache, slack space, renamed files, and removable media. When identified suspects are involved in
these cases, their devices can be seized and examined under the authority of a search warrant. One common
objective in such examinations is to reconstruct any form of conversation or communication between the
suspect and the victim. This effort can aid in identifying the motive behind the wrongful actions,
understanding the relationship between the parties involved, and grasping the context within which the
cyberbullying took place.

In the case of Brandy Vela's suicide, a search warrant was obtained to confiscate all digital media, leading
to the seizure of personal devices belonging to both suspects. There were no removable or portable storage
media devices found, and it was confirmed that both suspects were the sole owners and users of their
personal devices following interviews with their friends and family. The potential sources of evidence in
this case were the mobile phones and laptops of both suspects. Karinthya's devices included her Dell
Latitude D-630 Laptop and Apple iOS7 Phone, while Andres had a Lenovo ThinkPad SL510 Laptop and a
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Samsung Galaxy S5 Phone. The operating system, model, and serial numbers for all four devices were also
recorded (Nye, 2017).

C. Collection of Evidence

In cases of cyberbullying, it is indeed crucial to thoroughly understand the unique context of each case
before proceeding with the analysis of collected evidence. The initial step involves a comprehensive review
of the case documentation, carefully examining all image files. This process helps in uncovering the events
and interactions that may have led to the incident's development. The activities of both the victim and the
perpetrator are subject to meticulous analysis through the reconstruction of various forms of
communication, including emails, phone calls, text messages, or any digital trails like images, videos, and
documents. The creation of a timeline can aid in reconstructing the sequence of events.

In the sample case, before any data collection commenced, separate media were prepared, with working
directories established to store any relevant evidentiary files and data during the collection process. The
forensic analysis of the seized devices was conducted using specialized tools. AccessData FTK Imager was
utilized to analyze the images of both laptops, and EnCase Mobile Investigator was employed for the
examination of the mobile phones. During the logical extraction process, three key elements were targeted
for extraction: the file system, which provides insight into file structure, file names, and timestamps;
pertinent information to locate case-relevant data through file headers, content, and extensions; and
unallocated space to recover files like images and messages relevant to the case. To ensure the extraction
of only case-relevant information, primary methods such as timeframe analysis and data hiding analysis
were employed.

Several types of files were discovered that directly related to the case, including a summary of text messages
in which Romero used a fake account to harass Vela, explicit photos of Vela, and other relevant evidence
(Nye, 2017). This meticulous approach to evidence collection and analysis is critical in building a
comprehensive understanding of the case and its surrounding context.

D. Protection of Evidence

Maintaining the integrity of collected evidence is a critical stage in any forensic investigation, especially in
cases involving electronic data. Preserving the integrity of evidence is essential to ensure that it is not altered
or tampered with in any way, particularly when it must be presented in a court of law. This is typically
achieved through the use of cryptographic techniques and cryptographic algorithms to prevent any
unauthorized alteration of the collected evidence. Physical protection is also of paramount importance, as
the evidence must be transported from the crime scene to the laboratory and potentially to the court. Proper
sealing and secure handling are essential to prevent any damage or interference with the digital evidence
(Varol and Ulgen Sénmez, 2017).

In the sample case, the processing of the evidence was conducted at an accredited forensics laboratory in
Houston, Texas, which adhered to professional guidelines for preserving collected evidence. The evidence
was securely stored in a mechanical locker equipped with a biometric scanner, allowing only authorized
individuals to access the room. This locker also protected the evidence from electromagnetic interference,
which is crucial since the evidence is in digital format and can be easily damaged. To authenticate the
evidence, the relevant files found during the collection and analysis stage were fingerprinted using
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cryptographic algorithms such as MD5 and SHA-1. These cryptographic hashes, along with descriptions
and file paths, were used to verify the integrity of the evidence (Nye, 2017). This rigorous approach to
evidence preservation and protection ensures that the evidence remains untampered and can be relied upon
in legal proceedings.

2. Data Theft (Computer Crime #2)

Data theft, in the realm of computer crime, is a malicious act in which unauthorized individuals or entities
gain access to and steal sensitive, confidential, or valuable information stored on computers, servers, or
other digital devices (Belmabrouk, 2023; R.Sujatha et al., 2022). This crime involves the unlawful
acquisition, copying, or dissemination of data, often for financial gain or to harm individuals or
organizations. Data theft can take various forms, and it poses significant threats to privacy, security, and the
integrity of digital information (Almaghrabi & Bugis, 2022; Saeed et al., 2023, Sennan at el., 2021, Shafiq
at el., 2021, S Verma 2021). One common method of data theft is hacking. Cybercriminals use various
techniques, such as exploiting software vulnerabilities or using malware like viruses, trojans, or
ransomware to infiltrate computer systems (Ayele et al., 2023; Shah et al., 2022, Sharma at el., 2022). Once
inside, they can exfiltrate sensitive data, including personal information, financial records, trade secrets, or
intellectual property. Another method involves social engineering, where attackers manipulate individuals
or employees into disclosing confidential information, such as passwords or account credentials (Syafitri et
al., 2022). Phishing emails and deceptive phone calls are commonly used tactics for this type of data theft.

Data theft can also occur through physical means, such as theft of laptops, external hard drives, or other
storage devices (I. Lee, 2022; shah et al., 2022a, Lim atel., 2019, Lim et al., 2021). In these cases, criminals
aim to gain access to the data stored on these devices, either for resale or for leveraging the information
against the owner. The motivations behind data theft can vary. Some criminals seek to profit by selling
stolen data on the dark web, while others may use it to commit identity theft, financial fraud, or corporate
espionage (Jung et al., 2022; Taj & Zaman, 2022, Jhanjhi at el., 2018). In some cases, hacktivists or nation-
state actors engage in data theft to advance political or ideological agendas, causing harm on a larger scale.
To combat data theft, individuals and organizations employ various security measures, including
encryption, strong password policies, regular software updates, and employee training to recognize and
thwart phishing attempts. Legal frameworks and regulations, such as the General Data Protection
Regulation (GDPR) and the Computer Fraud and Abuse Act (CFAA), provide a basis for prosecuting data
thieves and protecting individuals' and organizations' data. In summary, data theft in the context of computer
crime involves the unauthorized access and acquisition of valuable or sensitive information through various
means, including hacking, social engineering, or physical theft. The consequences of data theft can be
severe, ranging from financial loss and identity theft to reputational damage and legal penalties. As
technology continues to advance, the importance of safeguarding data and combatting data theft remains a
critical aspect of modern cybersecurity.
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A. Sample Case

In the scenario described, where a former employee joins a competitor, and shortly thereafter, a significant
number of major clients shift to the competitor, it does indeed raise suspicions of potential data theft. To
investigate whether the employee was involved in stealing company information (data theft), a digital
forensic analysis of the employee's previous computer is a logical step to take.

Digital forensics involves a systematic examination of digital devices and data to identify any unauthorized
access, data theft, or other cybercrimes. By scrutinizing the employee's computer, the forensic team can
search for evidence of any actions that may have contributed to the loss of major clients. This could involve
looking for evidence of unauthorized access to sensitive company information, the copying of proprietary
data, or any unusual or suspicious activities related to client lists or company data. Performing a digital
forensic analysis is a methodical approach to uncovering any wrongdoing and ensuring the protection of a
company's valuable information. It can help determine whether the employee was indeed involved in data
theft and provide the necessary evidence to take appropriate actions, such as legal measures or the protection
of sensitive company data (Palavalli, 2021).

B. Source of Evidence
In the above sample case, the forensic team examined the following:
Use of USB Devices

When a user connects a USB device to their computer or laptop, an alert is generated, indicating the
installation of the device driver (software required to run the device). Subsequently, a popup window
appears, explaining how the user can interact with the newly connected device. This process may seem
routine for the average computer user, but for forensic examiners, it provides essential information. Each
time these windows appear, multiple system and registry files are generated to record the use of USB
devices, which the forensic team can utilize to collect relevant evidence.

LNK Files

LNK files, which are shortcut files linked to applications, folders, and files on the user's computer, or on
removable media, are automatically created by Windows every time a user opens a file. These files can
offer valuable insights to forensic teams.

Jump Lists

Jump Lists contain crucial information, including details like the file path, the application used to access a
resource, the date and time of use, and specifics about the drive from which the resource was accessed.

Windows Event Logs and Timeline

Windows Event logs provide users with a centralized location to access important information related to
applications and system activities. Meanwhile, Windows Timeline maintains a record of all activities
performed on the system (Palavalli, 2021).
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C. Collection of Evidence

The forensic team conducted an analysis of USB devices that had been connected to the employee's
computer. They scrutinized the date and time of each USB device connection, collecting information on the
device's name, manufacturer, the assigned drive letters, and the Windows user profile associated with each
device. This comprehensive examination allowed the forensic team to gain insights into how the USB
devices were utilized in conjunction with the employee's computer.

The team also gathered LNK files, which are invaluable for tracking deleted or moved files on the computer.
In this specific case, LNK files were crucial in establishing whether data had been removed from the
computer, supporting the claim of data theft. Even in the absence of files on the computer, LNK files
associated with those files provided the forensic team with vital information. Additionally, the forensic team
collected Jump Lists, which were instrumental in reviewing recently used files and the applications used to
access or modify them. The forensic examiner meticulously reviewed the Windows Timeline to track
various activities, such as opened folders, accessed files, and web page history. Windows Defaults maintain
a chronological record of activities within the last 30 days. Furthermore, the team examined the Windows
Events Log to assess general information, system activities, errors, and warnings.

Upon analyzing the evidence collected, the team reached the conclusion that the employee had connected
a USB device to the computer after the date of their resignation with the intent to pilfer highly sensitive and
crucial information pertaining to the company's strategy. LNK files played a pivotal role in this
investigation, revealing that confidential data was located on the D: drive following the employee's
resignation. Moreover, the D: drive had been assigned to the USB device on the exact date when the
confidential files were created (Palavalli, 2021).

D. Protection of Evidence

To ensure the protection of evidence throughout the entire investigation, there are several key practices and
protocols that should be followed:

Secure Storage: It is of utmost importance that the evidence is stored in a secure and controlled area. The
forensic team should maintain a documented record detailing the location of the evidence, who has access
to it, and when and why the evidence is moved.

Media Protection: Any external media devices, such as USB drives or external HDDs, connected to the
evidence should not be unplugged or tampered with during the investigation.

No Data Copying: Data should neither be copied to nor from the investigating device to avoid any potential
contamination or tampering of the evidence.

Photographic Documentation: The forensic examiners should take photographs of the evidence device
from all sides. This visual documentation can serve as an additional layer of protection.
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Drive Imaging: Before commencing the investigation, it is essential to create an image of the evidence.
This process involves duplicating the entire drive. Forensic analysis should be conducted on the duplicate
image rather than the original media, preserving the integrity of the original evidence.

Hashing Algorithms: Apply hashing algorithms such as MD5 and SHA-1 to the evidence. This step is
crucial for verifying the integrity of the evidence and ensuring it has not been tampered with during the
investigation.

Chain of Custody (CoC): Maintain a detailed Chain of Custody record. This record should document the
collection and transfer of evidence from the client to the forensic team. It should include information about
who handled the evidence, when it was transferred, and the reasons for any transfers. Signatures, along with
date and time stamps, should also be included to create a clear audit trail (Garg, 2020).

By adhering to these best practices, the forensic team can safeguard the integrity and security of the
evidence, ensuring that it remains admissible and reliable throughout the investigation process.

3. Ransomware (Computer Crime #3)
What’s a ransomware?

Ransomware is a criminal act in which malware is utilized to target a victim's files, typically by locking
them out of their computer or encrypting their files, rendering them inaccessible (Al-rimy, Maarof, and
Shaid, 2018). Essentially, at this stage, the user's files are effectively hijacked. To regain access to their
affected files or system, the victim is usually required to pay a ransom, a specific sum of money, to the
attackers. This type of attack is notorious for its high success rate, as victims often feel compelled to pay to
retrieve their files, driven by the fear of data loss or system downtime. Moreover, ransomware is unlike
other forms of malware; it's challenging to remove, and cracking the encryption to unlock the files is nearly
impossible. Various encryption techniques are employed, including Client Asymmetric Encryption, Server
Asymmetric Encryption, and Symmetric Encryption, among others. Some specific algorithms used include
RSA, DSA, AES, and more.

Companies facing such situations often conduct a cost-benefit analysis, comparing the value of the hijacked
data with the ransom demand. In most cases, paying the ransom is the easiest and most effective way to
resolve the situation, a fact supported by statistics. A recent survey of approximately 300 IT company
decision-makers revealed that 83% of victims opted to pay the requested ransom (Greig, 2022). The ransom
amount varies significantly, ranging from a few hundred dollars to several hundred thousand dollars,
depending on the value of the files and the victim's significance. There are two primary types of
ransomwares: Locker Ransomware and Crypto Ransomware. Locker Ransomware infiltrates a system,
effectively locking the entire system and blocking access. On the other hand, Crypto Ransomware employs
encryption to render specific files on the system inaccessible. These encrypted files can only be accessed
with the use of a decryption key (Ransomware Encryption Techniques, 2022).
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How are ransomware spread?

Ransomware is malicious software designed to encrypt a victim's data and demand a ransom for its
decryption (Kara & Aydos, 2022, Kaur at el., 2021). Ransomware spreads through various methods,
primarily exploiting vulnerabilities and human behaviors. One common avenue is phishing emails, where
attackers send deceptive messages containing infected attachments or links. Clicking on these links or
downloading attachments can trigger the ransomware installation (Chaithanya & Brahmananda, 2021).
Another method involves exploiting software vulnerabilities. Cybercriminals search for weaknesses in
operating systems or applications and use these vulnerabilities to deliver ransomware payloads, often
through drive-by downloads from compromised websites (Datta, 2022). Moreover, ransomware can
propagate through malicious downloads and infected software. When users visit untrustworthy websites or
download compromised software, ransomware may sneak onto their systems. Additionally, some
ransomware strains employ worms or self-propagation mechanisms to target vulnerable networked devices,
enabling rapid infection across interconnected systems. Remote desktop protocol (RDP) exploitation is
another vector; attackers exploit weak or default credentials to access systems remotely, then deliver
ransomware payloads (Haber et al., 2022). Lastly, there are cases where attackers compromise legitimate
websites, injecting them with malicious code that distributes ransomware to visitors (Teichmann, 2023).
Ultimately, understanding these propagation methods is crucial in implementing effective cybersecurity
measures to prevent ransomware attacks. Regular software updates, employee training, and robust security
practices are key components of defense against ransomware threats.

How is the ransom paid?

Ransom payments in ransomware attacks are typically made in cryptocurrencies like Bitcoin, Ethereum, or
Monero (Berry, 2022). These digital currencies offer a degree of anonymity and are difficult to trace,
making them the preferred method for cybercriminals. The process typically involves the following steps:

1. Contact with the Attacker: After encrypting the victim's files, the ransomware displays a ransom
note on the victim's computer or network, providing instructions on how to make the payment (Connolly
& Borrion, 2022). In some cases, victims may receive an email with payment details.

2. Setting up a Wallet: The victim must create a digital wallet to hold the cryptocurrency required
for the ransom (Darmawansyah et al., 2023). There are numerous online platforms and software wallets
available for this purpose.

3. Purchasing Cryptocurrency: If the victim doesn't already have the required cryptocurrency, they
must acquire it. This can be done through cryptocurrency exchanges or peer-to-peer platforms using
traditional currency.

4. Transferring the Ransom: Once the victim has the necessary cryptocurrency, they transfer the
specified amount to the wallet address provided by the attacker. This transaction is recorded on the
blockchain, but the identities of the sender and receiver remain pseudonymous.

5. Receiving the Decryption Key: In many cases, once the ransom is paid, the attacker provides the
decryption key to unlock the victim's files. There is an element of trust involved, as there's no guarantee
that the attacker will uphold their end of the bargain.

It's important to note that paying the ransom is not recommended, as it does not guarantee the recovery of
data, and it fuels the criminal enterprise. Law enforcement agencies and cybersecurity experts generally
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advise victims to report the attack and seek other means of data recovery, such as backups and decryption
tools.

A. Sample Case

The specific case we have chosen to focus on is the WannaCry Virus. This ransomware attack occurred on
May 12, 2017, and lasted for four days, impacting approximately 230,000 users worldwide. The primary
targets of this virus were machines running Microsoft Operating Systems, particularly Windows. WannaCry
propagated through a vulnerability in Windows known as EternalBlue, which had been developed in the
United States. The Shadow Brokers, a hacking group, had publicly disclosed EternalBlue about a year
before the WannaCry attack. However, Microsoft had released a security update several months prior to
protect users from this vulnerability. Those who had not updated their systems were the ones most severely
affected. The virus spread rapidly across the globe, affecting regions from Asia to America. Upon infecting
the victim’s machine, WannaCry encrypted the user's files and demanded a ransom in Bitcoin for the data
to be accessible again. This type of ransomware is classified as crypto ransomware because it utilizes
encryption to lock the user's files and data. Microsoft ultimately mitigated the attack by releasing a patch
update for its Windows machines a week later. The aftermath of the WannaCry attack was devastating. In
the UK, numerous surgeries and hospital activities were disrupted, and the estimated cost of the attack
reached approximately £90 million. The virus is reported to have spread to 150 countries, resulting in
approximately $4 billion in losses worldwide.

This attack stands out as one of the most impactful ransomware attacks ever carried out on a global scale.
Protecting yourself from such attacks involves several measures. Firstly, exercise caution when opening
emails, as the virus can be disseminated via email attachments. Secondly, avoid plugging unknown USB
flash drives into your device without conducting a proper scan. Lastly, always ensure that your operating
system is up to date with the latest patches released by the manufacturer. While there are various methods
to protect against ransomware, these are some of the most common and effective ones.

B. Source of Evidence

In the real world, when a crime occurs, a forensic team is typically dispatched to investigate the crime
scene. Similarly, in the case of a computer virus like WannaCry, similar protocols are applied. Here, we are
specifically focusing on the WannaCry virus, and the forensic team conducted several analyses on infected
devices to gather crucial information about the virus's source and other pertinent details. To conduct these
analyses, the team needed to collect evidence, and in this section, we will delve into where this evidence is
collected. In our case, the forensic team primarily utilized the physical hard drive of an infected system to
obtain the necessary information. This choice is grounded in the fact that when an infection occurs, the
virus tends to reside and potentially replicate itself on the victim's hard disk. Therefore, the primary source
for collecting all the evidence, including the affected files, is indeed the hard disk, as it contains all the
relevant data (Priyanka, 2019).

C. Collection of Evidence

Moving on to the next phase, which involves collecting evidence for analysis. In this section, we will
explore the techniques and tools used by forensic experts to gather and prepare evidence for examination.
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In the case of the WannaCry virus, experts utilized an open-source tool called FTK Imager to create an
image of the hard disk and employed Autopsy for analyzing the affected files. This image proves invaluable
for analysis, resembling a snapshot of the entire operating system and its contents. The image was captured
in the Standard EO1 format. Given that the source of evidence is the PC's hard drive, we can utilize the
Digital Intelligence FRED kit to access the image and acquire the necessary information.

The following steps were undertaken to obtain the required evidence from the Windows image (Priyanka,
2019):

Step 1: Launch FTK Imager.exe and navigate to the File Menu.

Step 2: Select the Create Disk Image Option.

Step 3: Choose the source of evidence (in our case, the physical hard drive).

Step 4: Specify the source drive.

Step 5: Select the desired format (in our case, EO1).

Step 6: Input the necessary information and configure options like the destination path and image name.
Step 7: Proceed to the Create Image option to initiate the image creation process.

You can observe a sample of the created image file in Figure 1 below.

Creating Image [100%)] [ ﬁ;-
image Source: | \\ \PHYSICALDRIVED
Destnaton: [F-\mage1
Status: l Images ceated successfuly
Progress

AN ER NN EENEAEEEAEW
©1440.00 of 61440.00 ME (2. 208 MB jsec)

Slapsed ume: [7a3:91

Estmated Ume left: | 0:00:00

Figure 1: (Priyanka, 2019)

Following the procedures in FTK Imager, forensic experts successfully acquired a preserved image of the
Windows device. Subsequently, they employed the Autopsy tool for the analysis of this image. Autopsy
offered them the capability to access all files within the hard drive, regardless of whether they had been
deleted or not. In our specific case, the experts identified that the infected files were encrypted, identifiable
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by the. WNCRY file extension. These files remained inaccessible to the user and could only be decrypted
by the attacker once the ransom was paid (Priyanka, 2019).

D. Protection of Evidence

In this section, we will delve into the preservation of evidence, specifically focusing on the steps taken and
tools utilized to safeguard the evidence related to the WannaCry virus on a system. To enable forensic
experts to investigate this virus, the FTK Imager tool was once again employed to preserve the evidence.
This involved using the imaging method to create a duplicate of the hard disk and safeguard the data.
Additionally, the volatile memory of the infected system was captured, allowing experts to obtain
information about all running processes and the activities occurring on the computer during the attack.

The following steps were employed in the FTK Imager tool to capture the volatile memory and, thus, protect
the evidence (Priyanka, 2019):

Step 1: When launching FTK Imager, navigate to the File Menu.

Step 2: Select the Capture Memory option.

Step 3: Specify the destination path for the dump file.

Step 4: Provide a filename for the dump file, and the memory capture process will commence.

A visual representation of the preservation and collection of volatile memory can be observed in Figure 2.

r 2
Memory Progress

Destnaton T yreraure. Ter

Status: | 1GB/1G8 [93%]

Cancel I

_—_—
Figure 2: (Priyanka, 2019)

In addition to the methods mentioned in the articles, there are some proposed techniques that were not
explicitly stated but are presumed to have been employed. These methods encompass actions such as
disconnecting the power cord or shutting down a laptop to maintain it in its most recent state. Furthermore,
experts likely documented the condition of the device and digitally isolated it as part of their forensic
procedures.
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4. Phishing (Computer Crime #4)

Phishing is a widely recognized cyberattack, which can be defined as the act of sending deceptive emails,
falsely claiming to represent a legitimate organization, with the intention of tricking the recipient into
divulging their personal information (Alkhalil et al., 2021). Typically, the attacker targets large
organizations or government networks when launching phishing attacks. This choice is motivated by the
fact that such entities employ a considerable number of individuals, and on average, around 5% of
employees may become victims of phishing cyberattacks. The attacker usually conceals their true identity
to lure the victim into opening the fraudulent email (Alabdan, 2020). Once the victim takes the bait and
clicks on a malicious link within the email, malware and viruses are installed into the software system. As
a result, the software system becomes compromised, potentially leading to the exposure of sensitive
information and data. Such an attack can have devastating consequences, including the risk of identity theft.

How does phishing works?

Phishing commonly takes place via email, where an attacker sends a deceptive email that closely resembles
a legitimate one, aimed at deceiving the recipient (Carroll et al., 2022). Email phishing operates on the
principle of quantity, as the attacker typically dispatches thousands of fraudulent emails, hoping that some
recipients will take the bait (Morovati, 2019, Muthukkumar at el., 2022, Muzammal at el., 2021). These
emails often claim to be from a reputable bank and include a link that prompts the victim to update their
banking information (Barker, 2020, Basavaraju at el., 2022). To enhance the illusion of legitimacy and boost
their chances of success, attackers frequently incorporate bank logos and signatures within the email
content. Furthermore, they employ tactics to induce a sense of urgency, such as threatening the recipient
with account expiration or placing them on a countdown timer if they fail to transfer the money promptly.
This strategy is designed to instill fear in the victim, prompting them to swiftly comply and transfer the
money to the attacker.

Spear phishing

Another form of phishing is known as spear phishing, which is designed to target specific individuals or
organizations (Burns et al., 2019). This type of phishing demands a high level of cybersecurity expertise
from the attacker. To begin, the attacker must conduct research on a target company to determine if it
possesses substantial financial resources. Subsequently, the attacker will select an employee responsible for
managing the company's finances. Following this, the attacker will gain access to the company's recent
project invoices and replicate the organization's standard email template. The fraudulent email will include
a link to a password-protected internal document, which is the stolen invoices. Ultimately, the attacker will
send this email to the targeted employee to obtain full access to the company's sensitive information and
credentials.

A. Sample Case

One of the notable phishing incidents in recent times was the OCBC bank phishing case in Singapore. In
December 2021, approximately 420 OCBC bank customers fell victim to SMS phishing scams. The
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scammers impersonated OCBC staff by sending SMS messages containing phishing content along with
links that directed recipients to fake websites. Despite OCBC's efforts to alert domain hosts to take down
these phishing websites, it proved insufficient to thwart the scammers.

According to the Singapore police, most victims received similar phishing messages, which claimed issues
with their bank accounts. The content of these SMS messages prompted bank customers to click on a
provided link to address the supposed account problems. Upon clicking the link, customers were redirected
to a counterfeit website and asked to enter their bank account details, including usernames and passwords.
This provided an opportunity for the scammers to access the victims' bank accounts and transfer funds to
overseas accounts (TODAY, 2022). Ultimately, the scammers succeeded in pilfering hundreds of thousands
of dollars from the bank customers by the end of December. The total amount lost was estimated to be
around USD 2.7 million during the Christmas week from December 24 to 26. Prior to this incident, OCBC
bank had been working closely with the police to educate customers about SMS phishing through their
online banking platforms and social media. Unfortunately, despite these efforts, the scammers managed to
bypass the bank's security measures. In response, OCBC bank deployed approximately 100 staff members
to combat the scams by shutting down mule accounts. However, the scammers persistently created new
mule accounts to funnel the stolen money. Consequently, recovering the victims' funds once they had been
transferred to overseas banks proved to be a daunting task. Nevertheless, OCBC bank decided to reimburse
customers who had fallen victim to the recent phishing attack.

B. Source of Evidence

4))
%
i

ocsC ocsC

OCBC:Your account has been
temporarily locked. Please
immediately confirm the
equipment. attention OCBC-

saFety.xyz

FAKE

We have temporarily suspended
your debit and credit card.
because you did not updated
yet. if you want to reactivate
immediate call us 31XXXX48 at
once.

FAKE

Figure 3: Source of evidence of phishing in OCBC bank

The diagram provided above illustrates the evidence of a phishing incident that occurred with OCBC bank
customers. In this case, the scammers posed as bank staff using a spoofing technique to replicate a legitimate
sender's name, such as 'OCBC,' in SMS messages. This made the SMS messages appear as if they originated
from the legitimate source, which is OCBC bank.
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Mobile devices lack the capability to distinguish between legitimate and fake SMS messages because the
names and contact numbers of the fake SMS are concealed. As a result, these deceptive SMS messages
become intermingled with authentic bank communications in the same message thread. Recipients of these
unsolicited SMS messages with 'OCBC' headers found content related to issues with their credit cards or
bank accounts. These messages typically included a link for the recipient to click on to address the purported
bank issues. When clicked, the link directed the recipient to a counterfeit website, which requested personal
bank details, including the bank account PIN number. Upon entering this sensitive information, the
scammer gained direct access to the victim's bank account and swiftly transferred the money out.
Unfortunately, the victim remained unaware of the scam until they received an unauthorized transaction
notification from OCBC bank. Only then did they realize they had been scammed (Ocbc.com, 2020).

C. Collection of Evidence

Next, it is crucial to identify the appropriate forensic tools for investigating phishing scams. In this context,
the chosen forensic tool is EnCase. The decision to utilize EnCase is driven by its exceptional capabilities
in delving deep into the evidence of phishing incidents, surpassing many other tools available in the market.
EnCase stands out due to its compatibility with multiple operating systems, file systems, and even mobile
devices. Furthermore, it boasts robust decryption capabilities akin to McAfee, which aids in identifying and
unlocking password-encrypted files found in SMS phishing links. This forensic software tool is
purposefully designed from the perspective of an investigator, facilitating efficient analysis and compilation
of phishing evidence until a conclusive resolution is reached, enabling the case to be closed. EnCase
generates an evidence file that includes essential components such as headers, checksums, and data blocks.
Subsequently, the computer forensic investigator inputs the relevant information for the ongoing
investigation. Moreover, encase performs MD35 hash calculations to inscribe in the evidence file, making it
a permanent element of the documentation for the phishing case. The tool also automatically verifies CRC
values and recomputes the hash value when the evidence file is incorporated into the case.

Here are the steps that has been carried out to obtain the evidence from the phishing scam SMS
messages by using EnCase:



18 International Journal of Emerging Multidisciplinaries

View Pane | )
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S Drive Firmware Revision
S USB Serial Number
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S Imager Serial Number
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S Module Serial Number
S Module Firmware Version
S Write Blocked
S Label SanDisk =
S Serial Number 4C530102970328100004
S Model Cruzer Blade
b Read File System
b Parse Link Files
<7 Drive Type Removable
‘:Ja Open Mode Evidence File
4 Source Type Evidence File2
|7 Actual Date 09/30/17 06:24:53 PM
j Target Date 09/30/17 06:24:56 PM
S Case Number 30/09/2017
S Examiner Name Codec
S Evidence Number 001
S Notes 4 GB PENDRIVE LIVE FORENSIC
S File Integrity Completely Verified, 0 Errors
e Acquisition MD5 25fa72f975f9eaaab45¢b9 31228804
|9« Verification MDS 25fa72f975f9eaaab45cb9 3228804
5. Acquisition SHAL
|4 Verification SHAL
,i Error Granularity 64 -
Ole [0 ¢lJ/ a8 e
Figure 4: Example of an evidence file that has been created (codecnetworks, 2017)
1) Add the phishing website link to the case and then click ‘Process’.
2) A dialog will pop out from the EnCase Processor Options for you to choose the options needed.
3) Choose the option carefully and not too many to avoid taking up too much processing time.
4) Click on the right pane to choose your option.
5) You can double click on the module’s name to see additional options available.
6) Next click ‘Ok’ to start the processing. There is a progress bar located at the bottom of the right
corner to view the processing details.
7) After completing the process, run the Case Analyzer EnScript to add the processed data into the
report.
8) Choose the data that is needed then click ‘Save Report’.
9) If you want to customize the report, click ‘Manage Saved Reports’.
10) Click ‘View Report’ to see the final version.

D. Protection of Evidence

This stage is critical for maintaining the integrity of the collected evidence. Safeguarding the phishing
evidence is of utmost importance. Let's outline the steps necessary to protect and preserve the evidence of
the OCBC bank phishing scams: Select the Appropriate Forensic Tool for Drive Imaging: The first step
involves the use of a suitable forensic tool for drive imaging, which is essential for duplicating the drive.
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Drive imaging is employed to maintain the original evidence intact for the investigation. An effective tool
for this purpose is X-Ways Imager. Notably, X-Ways Imager offers the advantage of being usable from a
USB device without the need for installation. It operates by directly installing itself into a temporary folder,
consuming approximately 45 MB of drive space (X-Ways Software Technology AG, 2022).

Employ Hash Values to Verify File Integrity: Computer forensic specialists use hash values to verify the
integrity of files. Hash values generate MDS5 and Sha-1 checksums, which are critical for preserving the
evidence to be presented in court. Given that data is inherently volatile, even slight alterations can lead to
changes in the hash values. These hash values may not be visible within a standard file explorer but can be
accessed using specialized software, such as HashMyFiles (Guru99, 2020).

5. Identity Theft (Computer Crime #5)
What Is Identity Theft?

Identity theft is a pervasive and damaging crime where an individual's personal information is unlawfully
obtained and used for fraudulent purposes (Jamal & Zain, 2022). This stolen information typically includes
a person's name, Social Security number, credit card details, and other sensitive data. Perpetrators can use
this data to commit various crimes, such as financial fraud, tax evasion, or opening new accounts in the
victim's name. The consequences of identity theft can be severe. Victims may face financial losses, damage
to their credit score, and legal troubles resulting from the fraudulent activities committed in their name
(DeLiema et al., 2021). Additionally, the emotional toll and the time required to rectify the damage can be
overwhelming. Common methods of identity theft include phishing scams, data breaches, and physically
stealing personal documents (Burnes et al., 2020). Safeguarding personal information through strong
passwords, encryption, and vigilant monitoring of financial accounts can help prevent identity theft. In the
event of a breach, quick action is crucial, involving reporting the theft to law enforcement, credit bureaus,
and financial institutions to minimize the damage. In the digital age, where personal information is
constantly shared and stored online, understanding, and taking proactive measures against identity theft is
essential to protect one's financial and personal well-being (Javaid et al., 2023).

How Does It Happen?

In the realm of cybersecurity, identity thieves have become increasingly sophisticated over the years (How
Does Identity Theft Happen? n.d.). One of the most common methods they employ is known as social
engineering (Imperva, 2022). Social engineering involves multiple stages, starting with the collection of
information about the intended victim. Weak security credentials are often targeted as points of entry.
Subsequently, the perpetrator manipulates the victim, creating a deceptive story and establishing trust.
Following this, the attacker seeks to extract sensitive information from the victim after gaining their trust.
Once this information is obtained, the attacker concludes the interaction and eliminates all traces without
arousing suspicion. Additionally, phone scams are a notorious tactic employed by identity thieves. In this
scenario, the perpetrator poses as a representative from a reputable institution, often a bank, during a phone
call. Victims who are not vigilant may unknowingly disclose private information such as bank account
numbers and passwords, resulting in financial losses.
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A. Sample Case

In the year 2017, Roman Seleznev, a notorious Russian hacker and the son of a Russian politician, received
the longest sentence in the history of the United States for hacking-related charges—27 years in prison.
This hacker was responsible for an astonishing $169 million in credit card fraud, alongside involvement in
approximately 400 point-of-sale (POS) hacks that impacted over 3,700 financial institutions and 500
businesses worldwide (Sheridan, 2017). The journey began in the early 2000s when Roman Seleznev,
known by the handle 'nCux,' started selling stolen information on the dark web. By 2005, the United States
Secret Service (USSS) detected his criminal activities and initiated intelligence gathering. In 2009, when
sufficient evidence pointed to Seleznev as the man behind 'nCux,' he mysteriously disappeared, frustrating
the USSS (Sheridan, 2017).

During the same year, Seleznev resurfaced under new aliases, "Track2' and 'Bulba.' These aliases were active
on Carder.su, a platform where credit card details and personal data were traded. Under these aliases, he
achieved 'trusted seller' status on the platform, alerting the USSS to his long-standing presence in the
industry. The USSS reopened its investigation in May 2010. In approximately one year, Seleznev once
again engaged in hacking multiple restaurants, pilfering customers' credit card information from POS
devices. In January 2012, Seleznev returned to Russia to close his online shop following injuries sustained
in a terrorist incident in April 2011. The USSS continued tracking him until 2013 when Seleznev adopted
anew alias, 2PAC.CC." During this period, other hackers sought him out for stolen credit cards and data to
resell (Sheridan, 2017).

In 2014, Seleznev was apprehended at the Maldives airport by local police. He was subsequently handed
over to USSS agents and transported to Guam, a U.S. territory, before being transferred to a federal prison
in Washington, D.C. Eventually, Seleznev pleaded guilty to orchestrating the theft of personal data, credit
card fraud, and bank fraud charges.

B. Source of Evidence

When Roman Seleznev was apprehended at the Maldives airport, the USSS seized his devices, believing
they held a treasure trove of information from his vacation. The confiscated devices included a laptop, a
computer bag, an Apple iPad, a Samsung mobile phone with an installed SIM card, and an Apple iPhone
with a SIM card found in Seleznev's pants (Sheridan, 2017). These devices are of utmost importance due
to the wealth of information they may contain. Forensic tools can be employed to recover data from these
devices. This data can be used to demonstrate the existence of files that were previously stored on the
medium but have since been deleted or altered. In addition, operating systems can record supplementary
information, such as the connection of peripherals, the attachment of USB flash storage devices or other
external storage media, and the periods during which the computer was in use. Furthermore, there may be
instances where it's necessary to establish the absence of a specific object on a storage medium to uncover
evidence regarding how a device was used, its intended purpose, the user, and the timing of its use.
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C. Collection of Evidence

The use of various data analysis tools for searching forensic images of specified devices is essential. Agents
and analysts can conduct precise and focused searches to identify evidence without the need for time-
consuming manual sorting through potentially irrelevant documents that might be mixed with criminal
evidence in some cases. However, there are situations where such approaches may not yield the requested
evidence, requiring law enforcement to undertake more extensive searches to uncover materials falling
within the scope of the warrant. Only procedures, techniques, and protocols that are reasonably expected to
locate, identify, segregate, and/or duplicate the materials allowed to be seized will be employed. These
strategies, techniques, and protocols include the utilization of a 'hash value' library to filter out common
operating system files that do not require further examination. The evidence sought by the USSS does not
possess specific recognized hash values, making it impossible for others to discover the items on the seized
devices using any hash value library.

D. Protection of Evidence

To examine Electronically Stored Information (ESI) in a forensically sound manner, law enforcement
professionals with the requisite expertise strive to generate a comprehensive forensic image of the
confiscated device. The outcome of this forensic image should be both feasible and appropriate. It's crucial
to note that law enforcement will only image the data physically present on or within the confiscated
devices. Creating an image of the seized devices will not grant access to any data physically stored
elsewhere. However, if the seized devices had been previously linked to other devices in different locations,
they may contain data from those remote sources. This approach is designed to ensure that no trace of
Seleznev will have the opportunity to destroy the seized evidence.

6. Conclusion

In conclusion, we have observed how different forensic tools and methods are applied in various situations
for forensic analysis. We've also gained insights into some well-known tools such as FTK Imager, EnCase,
Autopsy, and others. Our intention has been to enhance your understanding of how evidence is sought,
collected, preserved, and analyzed. As we are aware, technology is a field that evolves rapidly, and this is
equally true in the realm of forensics. The field of computer forensics faces certain challenges, and
improvements in the process can enhance the success rate of investigations. Some of these enhancements
include utilizing hash values during the imaging process to verify image authenticity and prevent a
compromised investigation. It's also crucial to maintain a chain of custody to track who is in possession of
the evidence and its transfer. Lastly, collecting and analyzing evidence as promptly as possible is essential,
as the risk of evidence deterioration increases over time. We trust that these findings and improvements will
provide you with a better understanding of the concept of digital forensics, the procedures involved, and
how investigations can be made more successful.
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