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Abstract

This paper delves into the pivotal role of security in cloud computing and IoT technologies, scrutinizing their components,
processes, and threats while showcasing real-world examples. It begins by defining cloud computing and the Internet of Things
(1oT) to establish a foundational understanding. Subsequently, it explores their extensive applications across various domains,
emphasizing their relevance and widespread integration. The primary focus centers on dissecting the security issues within both
cloud computing and 10T realms. For 10T, the paper examines security components, processes, and threats, citing tangible
technology instances to underscore their significance. Similarly, within cloud computing, it delves into security components,
processes, and threats, spotlighting practical security applications. The impact assessment section evaluates the benefits of cloud
computing and loT security, candidly addressing associated limitations and challenges. These insights offer a glimpse into
potential advancements, acknowledging the need for future developments. This comprehensive study underscores the criticality
of security in cloud computing and I0T, serving as an invaluable resource for practitioners and researchers alike. Understanding
the security implications of these evolving technologies is pivotal in harnessing their full potential for the future.
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1. Introduction

1.1 Definition of cloud computing

Cloud computing represents a novel approach to Information Technology services, empowering providers
to deliver a wide array of innovative solutions via the Internet. These novel solutions encompass tools,
platforms, computational resources, application-specific solutions, and virtualized hardware (Alouffi et al.,
2021). These services are characterized by their scalability and on-demand availability, with the
subscription model being based on user consumption metrics or a subscription model. Presently, the cloud
computing environment is predominantly characterized by three prominent service types: Software as a
Service (SaaS): In this setup, specific software tools are directly accessible to users via internet browsers.
These tools are hosted on cloud servers rather than being installed locally, enabling efficient updates and
access from anywhere in the world (Rahman & Subriadi, 2022; Shafiq et al., 2022). Platform as a Service
(PaaS): PaaS provides developers with a unique platform that offers optimal settings for building, testing,
and launching applications (Malviya & Dwivedi, 2022; S. H. Gill et al., 2022). Service providers furnish
all the necessary utilities and libraries. Infrastructure as a Service (laaS): laaS delivers essential IT
resources through the cloud, encompassing storage, processing capabilities, and networking components
(Aletabi & Abdallah, 2023; Alruwaili et al., 2021). The responsibility for maintaining, overseeing, and
optimizing these components lies with the provider. Despite the manifold advantages, security concerns
loom large in the domain of cloud computing (Alouffi et al., 2021; Shafiq et al., 2021). Therefore, cloud
computing security is paramount for consumers, businesses, and Cloud Service Providers (CSPs) as it
safeguards against potential security threats. In this paper, various aspects of cloud computing, such as
Cloud Computing Security Components, Cloud Computing Security Processes, and Cloud Computing
Security Threats, are critically reviewed and analyzed.

1.2 Definition of the internet of things

The Internet of Things (10T) stands as a groundbreaking frontier in the realm of technology. The extensive
network of 10T encompasses a plethora of systems, including self-driving vehicles, microgrids, and smart
drones, all made possible by the exponential advancements in communication technology, device
accessibility, and computational systems. For instance, microgrids that consolidate distributed energy
sources, self-driving vehicles for automated transportation, and smart drones are being utilized for
surveillance purposes (Mohamad Noor & Hassan, 2019; Muzammal et al., 2021, Muthukkumar, R, et al.,
2022). However, security remains a paramount concern in the realm of the 10T paradigm. As these devices
and networks are interconnected in regular operations, it is essential to ensure that these devices are resilient
against potential threats that may arise at any time. To address these security challenges, academic circles
have been actively working to develop enhanced privacy and security measures specifically designed for
the 10T (Ogonji et al., 2020; Muzammal et al., 2021a). In this paper, various aspects of 10T, such as security
components, security processes, and security threats, are discussed in the relevant section.
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2. Applications in Real World

2.1  Cloud computing
Cloud computing is a significant player in the realm of online computing. By harnessing the power of the
cloud, organizations can access vast amounts of computing power and storage solutions without the need
for on-premises infrastructure (Rashid & Chaturvedi, 2019). Consequently, cloud computing plays a
crucial role in various sectors:
E-Learning: In the field of education, cloud computing provides an excellent environment for learners,
educators, and researchers (Gill et al., 2023). An institution's cloud infrastructure can facilitate students
and educators in accessing essential data and resources, enhancing the learning experience. Examples
include virtual classrooms, simulation tools, and virtual labs.
Digital Governance: Governments can significantly improve their operational efficiency by implementing
cloud-based solutions (Rashid & Chaturvedi, 2019). This approach streamlines the delivery of public
services across government agencies and simplifies complex tasks such as application management,
installation, and updates. Examples of e-governance using the cloud include complaint resolution systems,
e-police, and e-court systems.
Business Process Management: As businesses expand, the integration of cloud computing into process
management, including resource planning, becomes increasingly vital (M. Sharma et al., 2023). Managing
tasks such as application management, HR, and payroll can become challenging and costly. Transitioning
these complex processes to the cloud can reduce these challenges and enhance efficiency. Business cloud
solutions encompass supply chain and vendor management, HR management, and customer relationship
management.

2.2 Internet of Things

The potential applications of 10T are extensive and diverse, permeating nearly every facet of daily life for
individuals, organizations, and the broader community. The IoT domain spans a wide range of sectors,
including industrial applications, urban development in smart cities, agriculture, and healthcare (Hussein,
2019; Humayun, Jhanjhi, Alsayat, et al., 2021). Here are some notable applications of 10T:

Smart Cities: loT significantly enhances urban infrastructure, paving the way for more efficient cities
(Khattak et al., 2023; Zahra et al., 2022). Key applications involve Al-driven monitoring of traffic, smart
lighting, and waste management. Cities like Boston are incorporating 10T into various systems, from
parking meters to sewage grates. Smart Agriculture and Water Management: 10T can revolutionize
agriculture by providing metrics on factors such as soil moisture, nutrient levels, and microclimate
conditions, along with forecasting weather changes to help users mitigate risks such as fungi and other
contaminants (Lutz & Coradi, 2022; Gopi et al., 2021). Retail and Logistics: Integrating 10T into the supply
chain and retail management offers advantages like real-time tracking of storage conditions, product
traceability, and automated processing of vendor payments in diverse settings (Aliahmadi et al., 2022;
Saeed et al., 2020). In the retail sector, 10T can guide shopping based on selected lists, streamline payments
based on biometrics, and automate shelf restocking (Hussein, 2019). Smart Living: 10T in the home sector
provides remote control access to various applications, enhancing energy efficiency and safety (Leong et
al., 2022; Humayun et al., 2020, Humayun et al., 2022). Smart appliances can monitor users' electricity
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consumption, adjust temperature based on ambiance, and enable remote management of various appliances
via mobile devices. Smart Environment: The use of 10T can revolutionize environmental strategies, from
monitoring air quality and traffic management in cities to assessing water pollution (Pratomo, 2023;
Almusaylim et al., 2020; Almuayqil, S. N et al., 2022). Additionally, 10T aids in waste management by
monitoring and reducing industrial pollutants. Enhanced weather forecasting is made possible through IoT
sensors placed on buildings and in various locations.

3. Background

3.1  Cloud computing
To understand what Cloud Computing Security is, let's first comprehend what cloud computing entails. As
stated by Rajeswari (2019) from AJK College of Arts and Science, cloud computing is a collection of
computing resources, including development tools, data storage, servers, applications, and more, accessible
on-demand via the internet. These resources are hosted remotely at data centers and provided by Cloud
Service Providers (CSPs). Examples of cloud computing include Salesforce, IBM Cloud, and Cisco (I.
Hussain et al., 20222).

So, what is cloud computing security? Cloud computing security encompasses a set of best practices,
protocols, and technologies employed to safeguard the entire cloud computing environment, covering
infrastructure, applications, and data mentioned above. In general, CSPs primarily assume responsibility
for backend development to mitigate security risks. Hence, a comprehensive scope of security for cloud
computing is required to protect the physical network, such as routers, data storage, core network
computing software and hardware, virtualization frameworks like virtual machines, end-user hardware,
like the Internet of Things (l0T), and applications like productivity suites, data, runtime environments,
middleware like Application Programming Interfaces (APIs), administrators, and Operating Systems (OS)
(as illustrated in Image Figure 1.0 below) (Kaspersky, n.d.).
Cloud computing has experienced a surge in adoption since the COVID-19 pandemic crisis. According to
Sumina (2022), 94% of enterprises use cloud services, and 48% store important or classified data in the
cloud. Consequently, cloud computing security plays a critical role for consumers, businesses, and CSPs,
serving as the frontline defense against security threats and breaches. Cloud computing security involves
security policies and protocols, including robust data encryption and access control to prevent unauthorized
access to sensitive data (George & George, 2021). In the event of a security breach, organizations and
consumers become vulnerable.
Cloud computing security is more than just data protection; it also includes threat detection. Thanks to the
utilization of global threat intelligence and endpoint scanning in cloud computing security, threats can be
more easily detected, and their impact on an organization's critical assets can be assessed (George &
George, 2021). Furthermore, cloud computing security can address regulatory compliance (George &
George, 2021). Managed security services and infrastructure in cloud computing security help ensure
industry-specific compliance requirements and regulatory standards are met. If an organization aims to
enhance system availability by thwarting Distributed Denial of Service (DDoS) attacks, cloud computing
security can assist in monitoring, analyzing, identifying, and continuously mitigating DDoS attacks. Its
intelligence, scalability, flexibility, customizability, and built-in redundancies make it effective against
slow, low, and volumetric attacks (George & George, 2021). The continuous monitoring offered by cloud



Innovations in Security 5

computing security means there is 24/7 visibility into an organization's cloud-based assets and applications,
enabling a swift response to emerging threats and their impact on business (Rajeswari, 2019).
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Figure 1.1: Basic Illustration of Cloud Computing Architecture with Security Protection (Bollinadi & Damera,
2017).

3.2 Internet of Things (IoT) Security

The Internet of Things (IoT) refers to devices or objects integrated with software, sensors, and other
technologies that enable them to connect and exchange data with one another over the Internet (Oracle,
n.d.). [oT security involves the measures taken to secure these internet-connected devices or objects from
breaches and threats by monitoring, identifying, protecting, and regulating vulnerabilities that could pose
security risks (Azrour et al., n.d.; Humayun et al., 2020b, Basavaraju, P. H, et al., 2022; Humayun, Jhanjhi, et
al., 2022).

IoT devices find applications in various industries and sectors, which can generally be classified into
consumer applications, business applications, and government applications (Wojcicki et al., 2022;
Almusaylim, Alhumam, & Jhanjhi, 2020). Examples of consumer applications include devices that contribute
to smart homes, smartphones, smartwatches, and more. Business applications encompass industrial
machinery sensors, vehicle trackers, security cameras, and others. Government applications involve traffic
monitoring sensors, wildlife trackers, and similar systems. The widespread implementation of [oT devices
means they can be vulnerable to intrusion since they are often left unguarded and interconnected over the
internet. Unauthorized access to IoT devices can result in security issues, as these devices may be
configured to carry out malicious actions by intruders (Sathish et al., 2016; Diro et al., 2020). Thus, ensuring
security in [oT is of utmost importance.
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Why is IoT security important? It's because IoT devices lack physical partitions (GSM Association, 2020;
Humayun, Jhanjhi, Hamid, et al., 2020). Unlike traditional network security, where device access can be
restricted, such restrictions are inapplicable to IoT device networks since [oT devices must be configurable
to the network when moved to different locations. IoT devices can serve as entry points for attackers to
identify Wi-Fi configuration vulnerabilities. Depending on the discovered flaws, attackers may gain
access to data transmissions, potentially stealing information such as credentials from the data stream.
Furthermore, since IoT devices are often deployed in public areas, this provides attackers with
opportunities for intrusion if the devices are not properly secured (GSM Association, 2020; Almusaylim &
Jhanjhi, 2018b). If intruders gain physical access to these devices, they can compromise device internals,
intercept communication, extract sensitive messages, manipulate device functionality, and cause data
leaks, ultimately affecting the confidentiality, integrity, and availability of IoT systems. Therefore, the
absence of [oT security measures leaves the door open for cyberattacks at any time.

4. Discussion on Security Issues

4.1 IoT Security Components

Four fundamental components constitute the [oT Security System:

Sensors/Devices: Sensors are devices that collect data, which can be either real-time or based on
timestamps, such as every minute. Examples of sensors include temperature sensors for monitoring
temperature and light sensors for measuring light brightness. A single device may consist of multiple
sensors bundled together to function as a system rather than a standalone sensing device. A prime example
of this is smartwatches, which are equipped with numerous sensors to offer multiple functionalities
(Tawalbeh et al., 2020; Alshammari et al., 2017).

Connectivity: The connectivity phase involves the transportation of data collected by these sensors for
storage or processing. Typically, this data transfer occurs through cloud infrastructure using technologies
like Wi-F1i, Bluetooth, and cellular networks, among others. The choice of technology depends on the type
of device and its intended function, with considerations including factors like bandwidth, speed, and
power consumption (Tawalbeh et al., 2020; Humayun et al., 2022).

Data Processing: Once the data is collected and successfully transmitted, it needs to be processed. This
processing can range from simply checking whether a temperature reading from a sensor falls within an
acceptable threshold to more complex tasks, such as recognizing and identifying objects using
technologies like computer vision. There may also be instances where user interaction is required, such as
when a temperature reading exceeds the acceptable threshold. The figure below illustrates some
interactions between the user and the system.
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Interaction Between the Three Components of the Internet of Things
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Figure 1.2: Interaction between the three components of the [oT (Patel, 2018)

User Interface

Moving on to the final component, this is where all the information collected and processed becomes
accessible and available to the user in various ways. This can range from simple notifications or alarms to
more interactive scenarios. In some cases, users may actively monitor interfaces, such as security camera
feeds, allowing them to view live recordings or access web interfaces to review recorded content. The
extent of user interaction depends on the nature and complexity of the IoT system and its specific
application. For instance, in the case of smart refrigerators, users might need to adjust the temperature
based on specific situations. On the other hand, there could be predefined criteria that trigger actions when
certain conditions are met (Panchiwala & Shah, 2020). The figure below illustrates a straightforward
dashboard of a smart home IoT system.
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Figure 1.3: [oT Smart Home Dashboard (Smart Home Dashboard Sketch Freebie, n.d)

4.2 10T Security Processes

Several sub-processes occur at these layers to constitute the entire loT Security Process. Some research
papers propose a three-layer architecture, while others suggest a four or five-layer architecture. In this
paper, we will focus on the four layers that form the backbone of 10T security processes.

a. Perception Layer

IoT devices are typically designed for low energy consumption, which results in limited computational
resources. This constraint makes it challenging to implement computationally intensive security solutions
directly on the device (Rayapuri, 2018; Sankar et al., 2020, Sangkaran, T et al., 2020). A common security
issue at this layer is the duplication or cloning of chips inside these devices for conducting cyberattacks
(Yuet al., 2018). For example, an RFID tag could be cloned multiple times to initiate a Distributed Denial
of Service (DDoS) attack.

b. Connectivity or Transport Layer

This layer is crucial in IoT security, as data transmission is key to the functioning of devices and the
sustainability of entire [oT systems. Technologies like Intrusion Detection Systems are often employed to
enhance security at this layer by monitoring packets and detecting attacks (Micheal and Bose, 2018).
Various algorithms and statistical techniques are utilized to detect and classify threats. An example of
threat detection is using deep learning models to identify DDoS attacks with remarkable accuracy (97%)
(Susilo and Sari, 2020).
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¢. Processing Layer

At this layer, data collected from the network layer is processed. Processing techniques are applied to
filter out extraneous information, ensuring that only relevant and useful data is collected. Security
concerns at this stage may involve the use of malware to compromise user data confidentiality. This could
be achieved through interaction with the system via viruses, trojan horses, worms, scripts, executable
codes, or files (Rao and Clarke, 2020).

d. Application Layer

This layer involves monitoring, processing, sharing, and controlling information, which is a common
feature of enterprise loT applications. Security management approaches may vary depending on different
application areas, such as smart health and smart home systems. The services offered by these applications
depend on the type of information collected by the sensors. For example, in an loT-based smart home
system, security issues may arise due to the limited computational power and storage capacity, such as
ZigBee. Cross-site scripting (XSS) attacks are one type of possible attack on IoT-based smart home
systems, allowing attackers to insert and execute client-side scripts (e.g., JavaScript) within a trusted site
viewed by the user. This can grant malicious attackers complete access to the application's contents, which
they can modify as they please (Nizetic et al., 2020, Nawaz, A et al., 2021).

4.3 IoT Security Threats

There is a higher probability for an IOT application to receive a security threat because IOT infrastructure
and devices are sensitive to enough probabilities, which makes it vulnerable to attacks, especially on these
four layers which are the sensing layer, network layer, middleware layer, and application layer. The
security threats can be represented in these four layers. Hence, mainly malicious is the only reason why
IoT devices fail.

4.3.1 Sensing layer
a. Node Capturing

Sensors and actuators exemplify low-power nodes utilized in IoT applications, making them susceptible
to various adversarial threats. Malevolent actors may endeavor to capture or substitute an [oT system's
node with a malicious one. Once compromised, the attacker gains control over the substituted node, which
disguises itself as a legitimate system component. This poses a significant security risk to the entire IoT
program (Alouffi et al., 2021).

b. Jamming of a Node in a Wireless Sensor Network

Hackers can execute attacks like jamming by interfering with the radio frequencies used by wireless sensor
nodes, disrupting their transmissions, and impeding communication. If this attack successfully targets
critical sensor nodes, it can lead to interruptions in IoT services. Employing a high volume of corrupted
signals, a DoS attack can overwhelm RF signals, disrupting the network and resulting in RF jamming.



10 International Journal of Emerging Multidisciplinaries

¢. Side-Channel Attack (SCA)

A side-channel attack is a malicious technique utilized by hackers to extract sensitive information. It can
be employed to obtain confidential data from a chip, encompassing power consumption attacks, laser-
based attacks, and timing attacks. A combination of these methods is typically required for a successful
side-channel attack to leak confidential data, including details about processor microarchitecture,
electromagnetic emissions, and power usage (Alouffi et al., 2021).

4.3.2 Network Layer
a. Access Attack

An Access Attack, also known as an Advanced Persistent Threat (APT), involves an unauthorized
individual or adversary gaining entry to an loT network (Awotunde & Misra, 2022). In this form of attack,
the attacker may go undetected within the network for an extended period. The primary objective of this
assault is not to cause network damage but to pilfer critical and sensitive information. IoT applications
routinely collect and transmit vital data, rendering them particularly susceptible to such attacks.

b. Data Transit Attacks

Data Transit Attacks occur during the movement of data from one point to another, as opposed to data at
rest in local servers. Data in transit is more vulnerable to attacks compared to data stored locally, primarily
because [oT applications involve frequent data movements between sensors, actuators, the cloud, and
other elements. The diversity of connection technologies used in data movement also contributes to the
susceptibility of Data Transit Attacks.

c. Routing Attacks

Routing Attacks involve hackers attempting to manipulate the routing paths during data transit by
introducing malicious nodes. A specific type of routing attack, known as a Sinkhole attack, creates a
deceptive shortest routing path to attract and redirect traffic through compromised nodes. Another type,
the Wormhole attack, establishes an out-of-band connection between two nodes to expedite data transfer.
If these two attacks are combined, it presents a significant security threat. A Wormhole attack can be
executed when an attacker gains control of a node and an internet-connecting device and bypasses the
low-level security protocols in IoT applications.

4.3.3 Middleware Layer
a. Flooding Attack in the Cloud

A flooding attack in the cloud is a type of attack that impacts the quality of service, functioning similarly
to a Denial of Service (DoS) attack. The objective of this attack is to reduce cloud resources. The hacker
achieves this by continuously sending a large volume of requests to the cloud service, which significantly
affects the cloud system and increases the server load.
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b. Signature Wrapping Attack

A Signature Wrapping Attack targets web services that utilize XML signatures as part of their middleware.
By identifying vulnerabilities in the Simple Object Access Protocol (SOAP), an attacker can bypass the
signature algorithm, allowing them to launch attacks and manipulate intercepted messages. This attack is
a method of tampering with the security of web services.

c. Cloud Malware Injection

In a Cloud Malware Injection attack, a hacker gains access to the cloud by injecting malicious code or
implanting a virtual machine. They may attempt to establish a virtual machine instance or a malicious
service module to impersonate a legitimate service. Through this approach, the attacker gains access to
the victim's service requests and can acquire confidential data, which can be modified according to the
specific circumstances or objectives of the attack. This type of attack poses a significant threat to cloud
security and data integrity.

4.3.4 Application Layer

a. Access Control Attacks

Access control is a system that restricts access to data or accounts to only authorized individuals or
processes. In IoT applications, access control attacks are critical because once access is exploited, the
entire loT application becomes vulnerable to attacks. Attackers who successfully bypass access controls
can potentially compromise the security and integrity of the loT network.

b. Sniffing Attacks

Cybercriminals can employ sniffer programs to monitor network traffic in [oT applications. In the absence
of security mechanisms to prevent this, intruders can capture sensitive user data. Sniffing attacks can lead
to the unauthorized collection of data, which could then be misused for various purposes, including
unauthorized access or data theft.

¢. Reprogramming Attacks

Unless the programming process is adequately secured, intruders may find it relatively easy to reprogram
IoT devices. This presents a significant security risk, as unauthorized reprogramming can lead to [oT
networks being hacked. Proper security measures are essential to prevent such reprogramming attacks and
ensure the integrity of IoT device functionality.

4.4 Example of IoT security technology usage

The application of IoT security is indeed crucial in various scenarios, as outlined in your description. Let's
break down the importance of IoT security in the context of smart utilities, smart agriculture, and Industrial
IoT:
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1. Smart Utilities:

Smart Metering and Grids: In the realm of smart utilities, like smart metering and grids, [oT security is
vital. Smart grids are decentralized energy systems that rely on IoT for real-time communication and
monitoring. Attackers can potentially compromise the grid through attacks such as Denial-of-Service
(DoY) attacks, injections, or IP spoofing. The consequences can be severe, including disruptions in energy
supply and even overloading power station nuclear reactors. The Ukraine Power Grid incident in 2016 is
a stark example of the potential impact of such attacks. IoT security is essential to safeguard these critical
infrastructure systems.

2. Smart Agriculture:

Agricultural Automation: IoT plays a significant role in automating agricultural processes. Farmers use
IoT sensors for tasks like livestock tracking, automated fertilizer and water dispensing, and crop
monitoring. Given the vast geographical area of agricultural plantations, a multitude of IoT devices are
deployed. However, these devices are often resource-constrained, making them susceptible to attacks.
Replay attacks, Man-in-the-Middle (MiM) attacks, and spoofing are common threats. With IoT security,
including proper authentication mechanisms, these attacks can be mitigated, protecting farmers from
resource theft, equipment damage, or 1oT hijacking for malicious purposes.

3. Industrial IoT (Industry 4.0):

Manufacturing Automation: Industry 4.0 relies on Industrial IoT to automate manufacturing processes,
improving efficiency and productivity. IoT sensors optimize machine control, provide predictive
maintenance, and enhance monitoring. However, these machines are often controlled by Supervisory
Control and Data Acquisition (SCADA) networks, making them vulnerable to cyber threats. The injection
of viruses or worms into these networks can compromise the entire factory, leading to severe disruptions.
The German Steel Mill Attack in 2014 is a case in point. [oT security is indispensable in ensuring the safe
and uninterrupted operation of industrial processes.

In summary, the application of 10T security is essential wherever [oT technology is deployed. It helps
safeguard critical infrastructure, protect agricultural resources, and ensure the uninterrupted operation of
industrial processes. As [oT continues to expand, the need for robust security measures becomes even
more critical to mitigate potential risks and vulnerabilities.

4.5 Cloud Computing Security Components

Cloud security is indeed a critical aspect of cloud computing, and understanding its various components
is essential. Here's an overview of the key components involved in cloud security:

a. Data
Data in cloud security refers to all the information generated, processed, and stored in the cloud

environment. This includes data modification and access. Protecting data is crucial, as it is often the
primary target for malicious actors. For example, data stored in cloud-based services like Google Drive is
considered information that needs to be securely managed.
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b. Applications

Applications in the context of cloud security encompass a wide range of software services, from standard
applications like email and word processors to more specialized and tailored software designed to handle
specific types of data. Ensuring the security of these applications is essential to protect sensitive
information. Tax or accounting software can serve as an example of application security requirements.

c. Operating System (OS)

The choice of an operating system is a significant decision when setting up a cloud environment. An OS
manages the hardware and software resources, and it should be selected based on an organization's needs
and requirements. Linux is commonly used for servers due to its specialization in handling server tasks,
but the choice of OS must consider user-friendliness and other factors.

d. Virtualization

Virtualization is a key enabling technology for cloud computing. It allows the creation, migration, sharing,
and management of virtual machines. The security of these virtual machines is paramount, as they can
potentially harm physical hardware. Tools like VirtualBox enable the creation of virtual machines, and
their security is a critical component of cloud security.

e. Servers

Even in a virtualized cloud environment, physical hardware is essential. This includes physical servers,
network devices like routers and switches, and storage devices. Protecting the physical infrastructure is
vital for ensuring the reliability and security of the cloud environment.

f. Storage

Storage in cloud security involves abstracting storage from physical hardware through virtualization. This
enables the creation of storage pools and allows for automatic scaling and provisioning. The security of
these storage resources is essential to prevent data breaches and unauthorized access.

g. Networking

Networking components are crucial in connecting cloud-based systems to public networks or creating
virtual private networks within the cloud itself. Public cloud providers often offer secure virtual private
networks (VPNs) to clients to access cloud resources securely. For example, Amazon Cloud provides a
Virtual Private Cloud (VPC) to facilitate secure communication between cloud components.
Understanding and implementing security measures for each of these components is vital to maintaining
the integrity and confidentiality of data and services within a cloud environment.

4.6 Cloud Computing Security Processes

The process of cloud security is a fundamental aspect of maintaining the integrity and confidentiality of
data and services in a cloud environment. Here are the key components of the cloud security process:

a. Identification
This process involves establishing the privilege of accessibility for specific users or accounts. It
encompasses both authentication and authorization, ensuring that users are who they claim to be and that
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they have the appropriate permissions. Access Control Lists (ACLs) are valuable tools for controlling and
restricting access, which is critical for preventing unauthorized access to data or unauthenticated users
accessing the system.

b. Security Controls

Security controls are measures put in place to establish and manage the overall security posture of an
organization. This involves defining parameters, policies, and security configurations to be implemented
across all accounts, users, and infrastructure. These controls help enforce security policies and best
practices to protect against threats and vulnerabilities.

c. Compliance

The compliance process focuses on protecting customer/user privacy and aligning the cloud security
architecture with industry standards and regulatory requirements. It ensures that the organization adheres
to relevant laws and regulations, such as data protection laws (e.g., GDPR) and industry-specific
compliance standards (e.g., HIPAA for healthcare).

d. Data Encryption

Data encryption is a critical process that ensures the security and privacy of user data. It involves
encrypting data both at rest (when stored) and during transit (when moving within the cloud or externally).
Data encryption helps minimize the potential impact of data breaches by making data indecipherable to
unauthorized parties.

e. Governance

Governance in cloud security centers on creating and enforcing policies that prevent, detect, and mitigate
threats. These policies help guide safe user behavior and often include user training and awareness
programs. While governance processes are typically associated with larger organizations, they can also
benefit individual cloud clients by promoting best practices and security awareness.

Implementing these processes systematically and thoroughly is essential to maintaining robust cloud
security. Cloud security is an ongoing effort that requires a combination of technical measures, policy
enforcement, and user education to protect against a constantly evolving threat landscape.

4.7 Cloud Computing Security Threats

Cloud computing security has been subjected to various types of attacks. These attacks primarily target
the different layers of the cloud environment. One prevalent form of attack is Distributed Denial of Service
(DDoS), which involves multiple compromised computers, often referred to as 'bots' or 'zombies,'
launching coordinated attacks on network services or systems, rendering them inaccessible. DDoS attacks
typically target three layers in Software-Defined Networking (SDN), which supports cloud providers in
hosting virtual networks: the application layer, control layer, and data layer.
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At the application layer, two methods are commonly used for executing application layer DDoS assaults.
One method targets specific SDN applications, while the other focuses on the SDN's northbound API. The
challenge here lies in the difficulty of isolating applications within the system. An attack on one
application layer can inadvertently affect unrelated applications, potentially jeopardizing SDN security.

The control layer, often considered the crux of SDN security, is highly vulnerable to attacks due to a single
failure. Control plane DDoS attacks can take the form of assaults on the controller, northbound APIs, and
southbound APIs. Unique applications can create conflicting flow rules, leading to DDoS attacks in the
control layer, as the controller only understands how to proceed with a specific set of flow rules.

In the data layer, DDoS attacks are initiated when routers are targeted, or when the southbound API is
compromised. Preventing harmful programs from accessing the data plane is essential. Some of these
issues can be mitigated by introducing minimal insight into data plane devices. One approach is to employ
an SDN setup checking design device, often referred to as an 'SDN scanner,' which remotely identifies
networks that employ SDN, demonstrating the feasibility of DDoS attacks. Modifying existing network
monitoring tools, such as ICMP checking and TCP SYN filtering, is a straightforward way to implement
this method. This remote attack on an SDN network can significantly disrupt the implementation of an
SDN scheme without the need for sophisticated equipment.

SDN Applications
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Figure 1.4: Cloud computing security attack
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A Man-in-the-Middle (MitM) attack is a concerning security threat, particularly within Platform as a
Service (PaaS). This type of attack occurs when an attacker or hacker attempts to intercept an ongoing
conversation and inject false information to gain access to classified data that is being disclosed. To secure
web-based applications, a Secure Socket Layer (SSL) is employed. SSL utilizes TCP to provide reliable
end-to-end secure services through three main protocols: the Handshake protocol, the Change Cipher Spec
protocol, and the Alert protocol. SQL injection is a common form of attack typically directed at Software
as a Service (SaaS) platforms. In this type of attack, the assailant inserts malicious code into standard SQL
code to gain unauthorized access to a database and extract confidential user data. In this scenario, the
website inadvertently allows the attacker's input to be interpreted as SQL commands by the SQL Server,
which can result in unauthorized access to the website's structure and data. Consequently, the attacker may
make unauthorized modifications.

4.8 Example of Cloud Computing Security Technology Usage

Businesses and corporations, regardless of their size, are mandated to implement cloud computing security
when using any cloud computing services in their operations. In addition to these organizations, critical
sectors like the banking industry, exemplified by Bank Negara Malaysia's adoption of Google Cloud
Security (Google Cloud, n.d.), the financial industry, and the e-commerce sector, must also prioritize cloud
computing security. These sectors and businesses house a wealth of sensitive data, including but not
limited to customer personal information.

For instance, the banking industry safeguards customer data such as account numbers and transaction
details, while e-commerce businesses secure customer login credentials and order information. Protecting
this vulnerable data is paramount to prevent data breaches and leaks, as a breach would compromise the
fundamental principles of data security. Cloud computing security plays a pivotal role in safeguarding
data from tampering since physical machines are no longer in play, and unauthorized access to machines
becomes impossible. Additionally, it facilitates data backups and periodic patch updates, ensuring state-
of-the-art security for companies (Hassija et al., 2019). These measures, in turn, enhance data integrity,
one of the key facets of data security.

For businesses, corporations, and industries looking to implement cloud computing security, it's essential
to understand that different Cloud Service Providers (CSPs) offer varying levels of cloud computing
security and adhere to different cloud security frameworks. Three of the most prevalent cloud security
frameworks are the Cloud Security Alliance (CSA), the National Institute of Standards and Technology
(NIST), and the International Organization for Standardization (ISO). These frameworks serve as
checklists and self-assessment tools to establish robust security measures for systems (Hassija et al.,
2019). It's crucial to recognize that cloud computing security isn't limited to businesses and industries
alone; it's a concern that extends to individuals worldwide. Security should be treated as a matter of
paramount importance by everyone, transcending the realm of I'T and becoming a collective responsibility.
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5. Discussion of the Impact

5.1 Benefits of Cloud Computing Security

To reap the advantages of cloud computing, your company should collaborate with cutting-edge private
cloud computing providers without compromising security. Here are five benefits of a robust cloud
computing security solution (Kumar, 2019, Kumar, K, et al., 2020):

a. Protection against DDoS Attacks

Distributed Denial of Service (DDoS) attacks are on the rise, and a top-tier cloud computing security
strategy emphasizes methods to prevent excessive traffic from reaching a company's cloud servers. This
involves thwarting, retaining, and dispersing DDoS attacks to mitigate risk.

b. Data Security

An effective cloud computing security solution encompasses established security protocols to safeguard
sensitive data and transactions in an era marked by constant data breaches. This shields against
unauthorized eavesdropping and interference during data transmission (Torkura et al., 2020).

c. Regulatory Compliance

Leading cloud computing security solutions assist companies in regulated industries by maintaining
advanced systems for compliance and safeguarding personal and financial data (Rashid & Chaturvedi,
2019).

d. Flexibility
A cloud computing system provides the security required, whether you are scaling up or down. By

expanding your cloud setup, you can prevent server downtime during peak traffic periods. After the peak,
you can scale down to reduce costs (Rashid & Chaturvedi, 2019).

e. High Availability and Support

A best-practices cloud computing security plan ensures the continuous performance of a company's
operations. This includes round-the-clock live monitoring, 365 days a year. Redundancies are integrated
to ensure your business's website and applications remain accessible at all times (Rashid & Chaturvedi,
2019).

By engaging with cutting-edge private cloud computing providers and adopting a robust cloud computing
security solution, your company can harness these benefits without compromising its security.

5.2 Issues limitations, and Challenges associated with Cloud computing security.

Security concerns in cloud computing are on the rise, and it's crucial to address these concerns based on
cloud delivery and deployment approaches. Key decision-makers and organizations need to pay
attention to some major security issues, as outlined by Radwan, T. et al. in 2019:

1. Insecure Application Programming Interfaces (APIs)

This security concern affects nearly all cloud service providers. Customers interact with, establish,
manage, and monitor services through software interfaces and APIs. The use of insecure APIs and
interfaces can jeopardize access to sensitive data, exposing organizations to various security risks and
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vulnerabilities. To mitigate this risk, it's essential to implement highly secure access control measures such
as authentication, encryption, and monitoring to prevent malicious interactions with these services and
APIs.

2. Malicious Insiders

Malicious insiders pose a well-known threat that can impact any cloud delivery model, making them a
concern for most organizations. The hiring process used by providers, the permissions granted to
employees for accessing assets, and the oversight of their activities are often not transparent. Hackers may
find this situation appealing as an opportunity to steal sensitive data or gain control over all cloud services
without detection. A notable example is the case of Edward Snowden and the NSA. To ensure a secure
cloud experience, compliance reporting, breach notification, and transparency into provider operations
and procedures are essential.

3. Shared Technology Vulnerabilities

Infrastructure as a Service (IaaS) providers employ multi-tenancy, relying on shared infrastructure.
However, the design of components like disk partitions, shared database services, CPU caches, Graphics
Processing Units (GPUs), and other elements lacks robust separation properties for multi-tenant
architecture. This design has exposed certain security vulnerabilities and flaws that can impact the entire
system even when no customers are directly affected.

5.3 Future Potential Cloud Computing Security

While there are numerous advantages to using the cloud, it also introduces new security threats and
challenges. Organizations leveraging cloud computing technology can bolster their defenses with cutting-
edge security technologies. Here are some of the most crucial cloud security technologies currently in
development, as reported by Read Write in 2022:

5.3.1 Extended Detection and Response (XDR)

XDR technology is a unified incident response and security platform that allows data from various
proprietary components to be collected and interconnected. Notably, these solutions offer built-in
integration at the platform level, eliminating the need to purchase and integrate multiple disparate tools.
Public cloud workloads face various security issues, including misconfigurations, unsecured APIs, insider
threats, and unauthorized access. XDR addresses these challenges in the following ways:

Securing identity management: XDR technologies enable data collection from numerous cloud settings.
In cases of suspicious activity on privileged accounts, XDR solutions can promptly alert security
personnel. Analyzing massive cloud logs: Cloud workloads generate extensive log volumes, making
manual analysis cumbersome. XDR tools can process cloud logs and utilize Al algorithms to identify
potential risks. Analyzing network flows: Public cloud networks are often complex, making it challenging
to detect threats. XDR tools scrutinize traffic across the entire cloud ecosystem and employ intelligent
analysis to identify network security incidents. They can even respond automatically by isolating infected
systems through network segmentation.
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5.3.2 Web Application and API Protection (WAAP)

Web applications and application programming interfaces (APIs) are critical components of cloud
environments, designed to be accessible from the Internet. Consequently, these technologies have access
to sensitive data and credentials, rendering them prime targets for cybercriminals. Unlike traditional
firewalls, which safeguard the network layer, Web Application and API Protection (WAAP) technology
focuses on protecting traffic at the application layer. WA AP solutions are typically deployed on the public
side of web applications, at the network's edge. Key features of WAAP solutions include:

Next-Generation Web Application Firewall (Next-Gen WAF): This protects against malicious bots,
advanced rate limiting, safeguards for microservices and APIs, and defense against account takeovers
(ATO). Detection of unauthorized access to customer accounts: WAAP can help identify unauthorized
access to customer accounts via authentication APIs or the customer authentication process used within
apps (Torkura et al., 2020). These advanced cloud security technologies are crucial for organizations
seeking to fortify their cloud security posture.

5.4 Benefits of IoT Security

IoT devices must incorporate secure hardware, software, and communication protocols to function
reliably. Appliances such as refrigerators and manufacturing robots are susceptible to compromise if
adequate IoT security measures are not in place. Malicious hackers can gain control over these devices,
jeopardizing their functionality and potentially stealing the user's digital data.

Implementing robust IoT security offers several advantages, including:

1.  Enhancing operational efficiency and cost savings by leveraging reliable device data for decision-
making.
2.  Enabling monetization through accurate assessments of product usage and material consumption,
backed by verifiable data.
3.  Facilitating the adoption of new business models like 'product as a service' and "pay-per-use' by
ensuring the security and control of features.
4. Allowing companies to activate or deactivate features, facilitating upselling to clients while
preventing fraud.
5.  Providing a competitive edge to customers by adding security to their [oT devices.
Safeguarding the valuable intellectual property of IoT devices through secure processing, safe
storage, white box cryptography, and advanced software obfuscation (Laghari et al., 2021).

5.5 Issues limitations, and Challenges associated with IoT security

Confidentiality, integrity, and availability represent fundamental security objectives in any system, and
the IoT is no exception. IoT faces unique challenges that complicate the implementation of security
measures. One significant challenge is the inherent diversity among IoT nodes, each with distinct methods
of connecting to the internet and varying levels of built-in protection. In the subsequent discussion, we
will delve into the issues, limitations, and challenges that exist at each layer of the IoT ecosystem (Laghari
et al., 2021)
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a. Perception Layer

IoT nodes are typically located outdoors, exposing them to physical threats and the risks of natural
disasters. These factors make IoT nodes susceptible to physical attacks, as attackers can tamper with
device components if they have physical access. In many applications, IoT devices need to be mobile,
which further increases their vulnerability to potential assaults. This layer predominantly consists of RFID
sensors and wireless sensor networks, both of which face security challenges such as information leakage,
replay attacks, clone attacks, and man-in-the-middle attacks. Additionally, these nodes are often limited
in terms of storage capacity and computational capabilities, rendering them susceptible to various types
of attacks. Replay attacks, for example, compromise the confidentiality of this layer by replicating or
replaying device information. Timing attacks involve attackers analyzing encryption time. Malicious
nodes can introduce fraudulent data into this layer, threatening data integrity and increasing the risk of
Denial of Service (DoS) attacks. To mitigate these security challenges, encryption, steganography, access
control, and authentication measures can be employed (Zikria et al., 2021; Almusaylim, Jhanjhi, &
Alhumam, 2020, Zahra, F., Jhanjhi et al., 2022)

b. Network layer

This layer is a prime target for a range of security threats, including eavesdropping, denial-of-service
(DoS) attacks, unauthorized access, destruction, viruses, and Man-in-the-Middle attacks. Attackers can
analyze network traffic and eavesdrop to compromise the security of the [oT. The increased remote access
and data exchange in IoT systems heighten the probability of such attacks. Securing the key exchange is
crucial to prevent these security breaches. [oT communication introduces novel security challenges as it
primarily occurs between machines, not humans. These machines do not adhere to conventional security
protocols and exchange critical data. Malicious actors can exploit IoT devices to collect extensive user
information. Hence, safeguarding both IoT devices and networks is of paramount importance. While
existing network protocols offer effective security mechanisms, they do not fully account for the
heterogeneity inherent in IoT. Objects in the [oT ecosystem must be aware of the current network status
and respond to anomalous activities that jeopardize security. Effective protocols and software solutions
play a crucial role in securing [oT data (Zikria et al., 2021; Jabeen et al., 2023).

c. Application Layer

The absence of standardized regulations governing application interaction and development leads to
various security vulnerabilities. The proliferation of authentication systems makes it challenging to
guarantee data privacy. This layer is responsible for traffic management, making it susceptible to Denial
of Service (DoS) attacks. The increasing number of connected devices and the volume of generated data
can result in an application overload for data analysis, impacting service availability. When developing
IoT applications, it is essential to consider user interaction and data generation (Zikria et al., 2021)

5.6 Future Potential IoT Security
Unification and Optimization

When IoT devices rely on protocols originally designed for the Internet, their performance and efficiency
are hindered. For instance, protocols like HTTP pose challenges for IoT devices with limited
computational capabilities. Additionally, the use of WIFI protocols can lead to significant energy
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consumption. Due to technical constraints, some of the IoT communication protocols cannot easily
interconnect or switch between them. As a result, there is a pressing need to update or extend existing [oT
protocols to enable seamless communication between different loT devices. The development of a new
Wi-Fi type with lower power consumption is currently in progress (Ismail & Islam, 2020; Chaurasiya et
al., 2023).

6. Conclusion

Confidentiality, Integrity, and Availability (CIA) form the fundamental building blocks of a robust security
system recommended for [oT systems. The implementation of confidentiality in IoT ensures that messages
exchanged between senders and receivers remain secure and protected from malicious or unauthenticated
users. This, in turn, guarantees the security of communication networks and the messages transmitted
between various loT devices. Moving Integrity, serves to safeguard the content of communications
between senders and recipients, ensuring that they remain untampered with by potential adversaries.
Integrity checks can be conducted for every node involved in the message exchange process within an [oT
system.

Availability is another crucial aspect of 10T security. It ensures that malicious users cannot disrupt or
degrade the quality of communication or services provided by [oT systems or network infrastructure. To
enhance physical layer security, it's advisable to employ lightweight cryptographic algorithms.
Cryptographic algorithms and protocols are essential as they encrypt data during transmission, securing
the resources of IoT devices. For network layer security, implementing measures such as communication
security and identity authentication is essential to thwart unauthorized nodes. While contemporary cloud
computing services have strong security measures in place, the primary threat comes from insider
intruders. Implementing user activity monitoring and logging is a best practice to protect cloud computing
services. This approach allows companies to track user access, making it easier to detect any unauthorized
access or data breaches. Furthermore, cloud computing companies can actively monitor activities within
their cloud computing security services, preempting potential threats and fortifying their defenses against
future attacks.
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